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1 About the NXP quad motor-control development platform

AN12982

The NXP quad motor-control development platform is a cost-effective platform to allow
rapid development of multi-motor control applications. It is based on NXP’s i.MX RT1050
crossover processor, able to operate up to four motors and able to address the increased
need for cost-constrained, centralized motor-control systems.

The NXP quad motor-control development platform uses a modular architecture. It is
supported by dedicated motor-control software libraries and NXP FreeMaster real-time
debugger. It exhibits a flexible design consisting of a daughter board, a digital board and
a power stage board as illustrated in Figure 1.
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Figure 1. NXP quad motor-control development platform architecture

The daughter board embeds an i.MX RT1050 crossover processor and is the core of

this motor-control reference design. It is based on a 528 MHz ARM Cortex-M7 core and
comes with high-speed communication and peripheral interfaces, advanced graphics
support for industrial HMI and sensor interfaces. As a result, the i.MX RT1050 crossover
processor provides a high level of integration in sophisticated automation and multi-motor
applications.

The digital board works as an external platform to prototype your next multi-motor control
application. It includes the headers and the footprints required to easily plug-in widely
used industrial communication and peripheral interfaces supported by the i.MX RT1050
crossover processor. It also provides the connectors that expose the control signals for
the four motor devices.

The power stage board supports the control and connection of up to four PMSM or BLDC
motors. It includes the power management unit, provides the motor-control capabilities,
such as rotational or linear motion, and comes with motor connectors built in. The PCB of
the power stage board is not delivered, but its design files are made available as part of
the NXP quad motor-control development platform.
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2 About cloud-based condition monitoring

Condition monitoring is the process of collecting and analyzing certain equipment
parameters and key operation indicators. With it, we aim to predict whether an asset
will break, how it will break, and how much time you have to fix or replace the asset
before it functionally fails. As such, the use of condition monitoring allows maintenance
to be scheduled, or other actions to be taken to prevent damages and avoid their
consequences.

In many cases, machines, systems, devices and objects are geographically distributed.
This results in critical challenges for maintenance teams, such as lack of existing access
to data showing the current condition and health of the company's machinery. In this
context, cloud-based condition monitoring solutions allow technicians and managers to
access data from any equipment at any time using a computer or their smart devices.

Technician Cloud @
dashboard infrastructure I‘iI.

Figure 2. Cloud-based condition monitoring

In addition, cloud-based condition monitoring solutions have several advantages
compared to on-premise solutions, including access from anywhere, advanced
analytics, configurable dashboards, and scalability, etc. For instance, timely alerts can
be configured in case there is a violation in the limit values of the parameters under
monitoring. This way, immediate action can be taken to avoid unwanted downtime,
saving time and money.

The rapid development of Industry 4.0 revolves significantly around Internet of Things.
Numbers of things are efficiently interconnected, especially in industrial automation,
which leads to condition and controlled monitoring to increase productivity. In this
respect, many of the public cloud service providers offer IoT services using standard
protocols for real-time storage and data aggregation. This makes it possible to access
real-time data online, reduce operational risks and lower service costs, among others.
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3 About Azure loT Hub demo application

The Azure loT Hub demo application is a software example provided as part of the NXP
quad motor-control development platform enablement package. This demo implements a
sample application that allows users to collect telemetry data and control multiple motors
remotely, leveraging Azure IoT Hub cloud service platform.

Figure 3 illustrates the Azure loT Hub demo application setup. This setup consists of:

* An NXP quad motor-control development platform, which runs a dedicated software to
securely connect to Azure loT Hub and upload telemetry data from the motors.

* A QMCJsonExchanger Windows application instance, which downloads and displays
telemetry data from Azure loT Hub, and allows users to remotely send control-
messages to the NXP quad motor-control development platform from any laptop.

¢ An Azure loT Hub account, which is configured to authenticate the NXP quad motor-
control development platform and used to connect the QMCJsonExchanger application
with the NXP quad motor-control development platform over the Internet.
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Figure 3. Azure loT Hub demo application

To enable secure connection with the Azure loT Hub cloud, the NXP quad motor-control
development platform on-boards an EdgeLock SE050 security IC. This IC acts as a
security enclave, designed to provide a tamper-resistant memory to securely store keys
and credentials needed for device authentication and registration in the cloud. Therefore,
with the EdgeLock SE050, the NXP quad motor-control development platform can
securely connect to Azure loT Hub without writing security code or exposing credentials
or keys.

This document provides comprehensive instructions for bringing up this Azure loT Hub
demo application. It consists of the following steps:

¢ Trust provisioning.
¢ Azure loT Hub account setup.

¢ Build and run QMC JSON Exchanger application.
¢ Run the Azure loT Hub demo application.
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4 Trust provisioning

The device identity should be unique, verifiable and trustworthy so that device
registration attempts and any data uploaded to Azure lIoT Hub can be trusted by the
platform. Azure loT Hub uses X.509 certificate-based attestation mechanisms for
confirming the device authenticity during a registration attempt. This authentication
scheme requires a certificate chain of trust, from the CA certificate to the device
certificate as well as their associated private key.

This section explains how to generate and provision credentials in EdgeLock SE050,
required for the Azure IoT Hub cloud authentication used in this demo. The steps for this
procedure are:

¢ Prepare hardware and plug-in boards to the computer.

¢ Download and install i.MX RT1050 crossover processor SDK.
¢ Import Azure MCUXpresso example .

Flash VCOM binary.

Download Edgelock SE050 Plug and Trust middleware.

* Provision credentials using EdgeLock SE050 pycli tool.

Note: The key generation and injection procedure described in this section is only
applicable for evaluation or testing purposes. In a commercial deployment, key
provisioning must take place in a trusted environment, in a facility with security features
like tightly controlled access, careful personnel screening, and secure IT systems that
protect against cyberattacks and theft of credentials.

4.1 Prepare hardware and plug-in boards to the computer

After importing and building the project, we need to prepare the hardware setup to
program the NXP quad motor-control application using the LPC-Link 2 debug probe.
Follow these steps:

1. The daughter board allows the selection of the internal boot or serial downloader boot
modes of the i.MX RT1050 crossover processor using the SW300 DIP switch. Select
the internal boot mode configuring the SW300 DIP switch as described in Table 1:

Table 1. SW300 switch configuration

Switch State

1 OFF

2 ON

3 ON
AN12982 All information provided in this document is subject to legal disclaimers. © NXP B.V. 2021. All rights reserved.
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Table 1. SW300 switch configuration...continued

Switch

State

4

OFF

Figure 4 shows the SW300 configuration in the daughter board PCB:
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Figure 4. Daughter board SW300 switch configuration

2. Configure LPC-Link 2 board jumpers as shown in Figure 5:
JP1 open: boot USB DFU.
JP2 closed: buffers power by LPC-Link 2.
Note: For new debug probe MCU-Link, it is available from MCU-Link webpage.

2012
)

1 ©

JP1 JP2

Figure 5. LPC-Link 2 jumper configuration
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3. Attach the daughter board to the digital board using the EDGE connector as shown in
Figure 6.

B SCH-46094 A B
700-46094_X

Digital board

Figure 6. Connect daughter card to digital card
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4. Plug-in the boards to the computer as depicted in Figure 7:
a. Attach a USB cable from the computer to the digital board.
b. Connect the LPC-Link 2 board (J7 jumper) to the daughter board using the SWD
connector.
c. Attach a USB cable from the computer to the LPC-Link 2 board.
d. Power on the board using SW20

Figure 7. Plug-in the boards to the computer

4.2 Download and install i.MX RT1050 crossover processor SDK

The i.MX RT1050 crossover processor SDK brings open source drivers, middleware, and
reference example applications for i.MX RT1050 crossover processor based applications.
You can personalize and download your SDK from the MCU SDK Builder website. Follow
these instructions to download and install the SDK needed for the NXP quad motor-
control application:
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1. Go to MCU SDK Builder and click Select Development Board as shown in Figure 8:
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and download an SDK specific to your processor or evaluation

Figure 8.

Select development board

2. You will be asked to sign-in with your NXP account (if you don't have one yet, click
on Register Now), type your credentials in the fields and then click on Sign in as

indicated in Figure 9.
NXP Sign In | Register x =S - s *
&< O O httpsy//www.nxp.com/security/login?service=https% cuxpresso.nxp.com%2Flogin%2F % = -3
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News 9 Sep 2020 | NXP Semiconductors Announces Redemption of 4.125% Senior Notes... Read More -
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Figure 9.

Log in
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3. Type MIMXRT1052xxxxB on the text box (1), select it (2) in the Processors drop-down

list and click (3) Build MCUXpresso SDK button as shown in Figure 10:
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Figure 10. Select MIMXRT1052xxxxB development board

4. Choose FreeRTOS, click Select All and then click Download SDK button as seen in

Figure 11:
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Figure 11. Download i.MX RT1050 crossover processor SDK
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5. Accept the software terms and conditions as shown in Figure 12 and the download
will start:
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IMPORTANT. Read the following NXP Software License Agreement ("Agreement") completely. By selecting the " Accept” button at
the end of this page, or by downloading, installing, or using the Licensed Software, you indicate that you accept the terms of the
Agreement and you acknowledge that you have the authority, for yourself or on behalf of your company, to bind your company to
these terms. You may then download or install the file. In the event of a conflict between the terms of this Agreement and any license
terms and conditions for NXP's proprietary softwars embeddad anywhere in the Licensed Software file, the terms of this Agreement
shall control. If a separate license agreement for the Licensed Software has been signed by you and NXP, then that agreement shall
govern your use of the Licensed Software and shall supersede this Agreement.

NXP SOFTWARE LICENSE AGREEMENT

This is a legal agresment between your employer, of which you are an authorized representative, o, if you have no employer. you as
an individual ("you" or "Licensee”), and NXP B.V. ("NXP"). It concerns your rights to use the software provided to you in binary or

P

€ Back

Figure 12. Accept i.MX RT1050 crossover processor SDK software terms and
conditions

6. Open MCUXpresso, (1) select the Installed SDKs tab and (2) drag and drop the
compressed SDK folder to its area. A warning window should pop up, (3) accept it as
shown in Figure 13:
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Figure 13. Drag and drop i.MX RT1050 crossover processor SDK
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7. The i.MX RT1050 crossover processor SDK should now be listed in the Installed

SDK tab like Figure 14.
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Import Azure MCUXpresso example

The Azure loT Hub demo application includes an MCUXpresso project example

called ICC_QMC Motor Control App Azure, available from: www.nxp.com/
quadmotorcontrol website in the section of Tools and Software with the name of

MCUXpresso Project sample code with Azure. Download it, and follow these steps to

import it into your MCUXpresso workspace:

1. Make sure you have MCUXpresso installed in your laptop. If not, install it following the

instructions in Appendix A: MCUXpresso installation
2. Open an MCUXpresso workspace.
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3. Click Import project(s) from file system in the MCUXpresso IDE quick start panel as

shown in Figure 15:

workspace - resso
kspace - MCUXpresso IDE

File Edit Navigate Search Project Configlools Run Analysis FreeRIOS Window Help

= &Y

Biw |= =0

O Quickstart P... 83 O [u]
No consoles to display at this time.

I MCUXpresso IDE - Quickstart Panel -

) No project selected

~ Create or import a project

~ Build your project

e’

< >
0items selected

B Console 2

-l I%KitH-0 QU i®s~

foimotem |

- o x
- rorn QiR
&

“0|a

3

=

8-pg-=0o

Figure 15.

Import projects from file system

4. (1) Click the Browse button in project archive (zip) section, (2) navigate to
the directory location where you previously downloaded the zip file from
www.nxp.com/quadmotorcontrol website in the section of Tools and Software
with the name of MCUXpresso Project sample code with Azure and select
ICC_QMC Motor Control App Azure project, and (3) click Open, as shown in

Figure 16:
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Projects are contained within archives (zip) or are unpacked within a directory. Select your
project archive or root directory and press <Next>. On the next page, select those projects you
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5. Click Finish as shown in Figure 17:
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Figure 17. Import projects into workspace

6. The project should now be visible into your MCUXpresso workspace as shown in
Figure 18:
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P MCUXpresso IDE - Quickstart Panel
B8 No project selected

~ Create or import a project

New project,

Import SOK examples).

® Import project(s) from file system.

e
5
’

Oitems selected

ISR [ C/C+ Indexer: (9%) -

3 O workspace

Figure 18. Project in the workspace

4.4 Flash VCOM binary

The VCOM software allows the NXP quad motor-control development platform to be
used as a bridge between the laptop and the EdgeLock SE050. As such, it allows us
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to inject credentials in the EdgelLock SE050 security IC by using the tools and scripts
included in EdgeLock SE050 Plug and Trust middleware. To flash the VCOM software,

follow these steps:

1. Select the project (1) and open the GUI Flash Tool (2) by clicking the icon in the top

bar menu and selecting Connected, as shown in Figure 19:

38 workspace - MCUXpresso IDE

File Edit Navigate Search Project Configlools Run Analysis FreeRTOS Window Help

= ®-R-BIOLIBIN| B ® SR b0 EDR -m

B Proje... 53 | 2, Perip... Ll

fRegis.. pfauits = O
CENAEEAT R
h
G Project Sextings

) Includes

& cmsis

3 amazon-freertos

5 board

3 component

8 device

@ drivers

@ wip

2 mbedtis

mrat of status command msgs.tt
O Quickstart P... 33 e =] B Console 3
No consoles to display at this time.

~
MCUXpresso IDE - Quickstart Panel
{ioe) Project: ICC_QMC_Motor_Control_App_Azure [Det

& Import project(s) from file system.

~ Build your project

BH LI EH-0 QIS 5~

& suiid
o Clean .
< >
5 ICC.QMC_Motor_Control_App.Azure om0 O NP MIMKRTI020008" (CC Qcurd)

By =N

Figure 19. Open GUI Flash Tool

2. Make sure the LPC-Link2 debug probe is recognized by MCUXpresso (1) and click

OK (2), as shown in Figure 20:

oject Configlools Run

2ix|

@ Proje.. 52 |2, Perip.. HiiRegis.. ApFaults = O

rRRiSie- BHLLAKit-0-Q-i®5 -

7 @ % @~ 8 [ Probes discovered o
Vi ;C;QM:C‘_:ll::or_ComvoLApp_Azuu <Debug> i s e NIRRT A
roject Settings
) it 1 probe found. Select the probe to use:
3 Cusis
(5 amazon-freertos
(& bo:
8 cor

Available attached probes

Name Serial number/ID Type Manufa.

LPC-LINK2 CMSIS-DAP V5,173 I3FWNUOQ LinkServ... NXP Se..

& wip
(3 mbedtls

(& motor_control
3 nfe

(3 se_hostlib

(2 source

(5 startup

Supported Probes (tick/untick to enable/disable)
MCUXpressa IDE LinkServer (inc. CMSIS-DAP) probes
P&E Micro probes

=] JSON fomrat of status command msgs.txt E2) SEGGER J-Link probes
O Quickstart ... 57 e ea =g Probe search options
Rediinkserver Search again
" @ Import project(s) from file system. ~ Fe

~ Build your project

& suild

& Clean

~ Debug your project B-E-8-
4 Debug

e = CHSIS-DAP
Probe Reference Count = 0

Started redlinkserv.exe (TSMofSIM T

Figure 20. LPC-Link2 debug probe detection

Q im|[K
s
-o|a
&
®e
| I - lmB-m-=18

O NXP MIMXRT1052000x8* (ICC Q...Azure)
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3. From the GUI Flash Tool user interface, select the se050 vcom gmc.bin binary
from your file directory, as shown in Figure 21. This binary is also available for
download from www.nxp.com/quadmotorcontrol.com webpage in the section of Tools
and Software with the name of MCUXpresso Project sample code with Azure.

® G e Toat

o x
© GUI Flash Tool
r (inc. CMSIS-DAP) probes 1 enor detected
1050 connects P <] Workspace..| i sysem. & selectile %
[iNocRTT050_570P 5P ] Workspace. Fie system « © 4 1> ThisPC > 05(C) » QMC Azure demo v o [sarchQMCAwredemo
Reset Hondling Defaut S Organize v Newfolder
Flssh Reset Hondling Detauk

- m e
Boot ROM Stall [

A Neme Date modified Tpe

* Quick
Wire Speed [ com_qme. 28-Jul-20 906 AM BIN File 80KB
[al O f Mobileknowleds
peraton o perfr

Target Operato

5 This PC

B 30 Objects
I Desktop

-_ymmm

1L SoHC (®)

Fie rame: 4050 veom qmebin 7| Fon 5

Figure 21. Select VCOM binary file
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4. Now, flash the se050 vcom gmc.bin binary by clicking the "Run" button, as shown

in Figure 22:
38 GUI Flash Tool m] X
~
7} GUI Flash Tool for:
(ﬁ MCUXpresso IDE LinkServer (inc. CMSIS-DAP) probes
\ L . .
W Program file into flash: 56050 vcom_gmc.bin
Target: MIMXRT1052xxxxB
Probe Options
Probe specific options
Connect script | RT1030_connect.scp ~ | Workspace... | File System...
Default Flash Driver [ MIMXRT1050_SFDP_QSPl.chx ~ | Workspace... | File System...
Reset Handling | Default b
Flash Reset Handling |Defautt |
Boot ROM Stall | |
Wire Speed | |
[l Reset the target on connection [ ] Disable use of preconnect script
Target Operations
Select the target flash operation to perform
Program ™._Erase|
Actions
Select the action to perform
(®) Program (O Program (mass erase first)
(O Verify only (O Check file areas blank
Options
Select the options to appl
Fileto progra» I CAQMC Azure demo\seD50_veomn_gme.bin vI| Workspace... |
Format to use for programming  axf (® bin
Base address | 0x60000000 |
[4] Reset target on completion
General Options
Flash programming tool options
Additional options ‘
[[JRepeat on completion [] Enable flash hashing [ Preview command
[ Clear console
b
Figure 22. Flash VCOM binary file
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The binary flashing program operation will be started. If it is completed successfully, it
should return a success message like the one shown in Figure 23:

=
ile Edt Navigate Search Project Configlools Run Analysic FreeRIDS Window Help
- B R Y =ER Wi W 5 % [=®|e X LeRZO- B IN BT -0~ > fH = ~ |
Q @A
[y Proje.. £ |Gy Peripe. [Regs. ApFauis = O =
BEYV a% B ¢ =0 =
~ 15 ICC_QMC_Motor_Control_ App_Azure <Debugs - =
@ Project Setting:
5 Includes
=
Fll FReset target (system)
8 Program file into flash: 5e050_vcom_gmebin X
Operation completed!
See flash programming tool console for mare details
T T
) Quickstart P. = B Console =7 @ L C R mBE-8-=0
GUIFlach Tool console for MCUXpresse IDE LinkSenver (inc. CHSIS-DAP,) probes
= @ import project(s) romfile system... S -
~ Build your project
&, Build
& Clsn
» Debug your project BE-E-E-
(100 shed wr
# Debug Flash Write Done
¥ Loaded @x13E74 bytes in 1579ws (about S1KB/3)
Reset target (system)
- Miscella ing execution using system reset
® 7 b
< >
100% Downloaded 81920 bytes Moo 1M [ | Program: (100%) T O NXP MIMXRTI0520008" (ICC Q. Azure)

Figure 23. Flashing VCOM binary file completed

Disconnect the LPC-Link2 debugger and connect a USB cable from the computer to
the USB connector on the smaller daughter board, as shown in Figure 24:

SCH-46094 A

J===m=| TDA7275

\liR Bill

Figure 24. Connect daughter board to the laptop
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7. The serial VCOM port should be recognized by your Device Manager, as shown in
Figure 25.

% Device Manager = o X
File Action View Help
e mEm B
[ Display adapters "
> BE Firmware
@ Human Interface Devices
& Jungo Connectivity
=2 Keyboards
{1 Memory technology devices
() Mice and other pointing devices
» [ Monitors
» [ Network adapters
Portable Devices
@ Ports (COM&LPT)

W Intel(R) Active Management Technology - SOL (COM3)

## Silicon Labs Dual CP2105 USB to UART Bridge: Enhanced COM Port (COM7)
Silicon Labs Dual CP2105 USB to UART Bridge: Standard COM Port (COM8)
e
™ Print queues

[ Processors
0 Proximity devices
9 Security devices
> lu Smart card readers
¥ Software components
» | Software devices
i Seund, videe and game controllers
G Storage controllers
= System devices

B |Inivercal Serial Rue rantrallare

<

Figure 25. Connect daughter board to the laptop

Write down the VCOM port number as it will be used later (e.g. VCOM14 in Figure 24)

4.5 Download EdgeLock SE050 Plug and Trust middleware

The EdgelLock SE050 Plug and Trust middleware stack includes several project
examples and support tools such as the pycli tool, which will be used in this document
for key injection. To download EdgelLock SE050 Plug and Trust middleware:
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Download "EdgelLock SE050 Plug and Trust middleware" from EdgeLock SE050
website under Tools and Software as shown in Figure 26.

B Edgelock SEOSO | Enhanced loT - X 4+ = X

C @& mxp.com/products/security-and-authentication/authentication/edgelock-se050-plug-trust-secure-element-family-enhanced-iot-security-with-maximum-flexibi.. @ ¥ @ i

) & PRODUCTS APPLICATIONS DESIGN SUPPORT  COMPANY wewe  uncuscer R

EdgeLock™ SE050: Plug & Trust Secure Element Family - [ovn] @ <
Enhanced loT security with maximum flexibility

OVERVIEW DOCUMENTATION TOOLS & SOFTWARE BUY/PARAMETRICS PACKAGE/QUALITY TRAINING & SUPPORT

Recommended Tools and Software

EdgeLock™ SE050 Development Kit

The OM-SEOSOARD is the flzxible and easy-to-use development kit for the EdgeLock SE0S0 Plug & Trust
product family. The OM-SEQSORPI adapter board aliows an easy integration of OM-SEOS0ARD development
kit with Raspberry Pi boards.

Tools and Software
ke

E e St Embedded Software (6)
[ T—

b SR BSP, Drivers and Middleware

micelaneous o

Development Hardware (i I

Evaluation and Developmen! —

oowNLoAD | +

Figure 26. se050_middleware_download

Create a folder called se050_middleware in C: directory as shown in Figure 27:

2l ¥ = | Drive Tools  Local Disk (C:)
Home Share View Manage
- v 4 #. > ThisPC > Local Disk (C)
= Pictures » e Name Date modified Type Size
msic Intel 2/25/20194:12 AM File folder
Projects nxp 3/7/2019 1:28 AM File folder
H Videos PEMicro 3/7/2019 1:34 AM File folder
4 OneDrive PerfLogs 4/11/2018 4:38 PM File folder
Program Files 3/11/2019 4:05 AM File folder
= This PC Program Files (x86) 3/11/2019 3:28 AM File folder
# 3D Objects Projects 3/11/2019 6:17 AM File folder
m Desktop Python27 3/11/2019 4:53 AM File folder
T 5e050_middleware « 3/11/2019 627 AM  File folder
’ g o
§ Downloads Users 2/25/2019 5:06 AM File folder
5 Windows 3/11/2019 3:38 AM File folder
d Music
J Reccvery 2/25/2019 12:46 PM Text Document 0 KB
= Pictures
H Videos

% Local Disk (C)
. USB DISK (E)

. USB DISK (E)

Figure 27. Create se050_middleware folder
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3. Unzip SE050 middleware inside the se050_middleware folder. The unzipped
package simw-top should look like as shown in Figure 28:

“— ‘\l » ThisPC » 0S(C:) > se050_middleware > simw-top | «
Name ’ Date difie

s Quick access

akm

fi MobileKnowledge binaries
B This PC il
doc

P 3D Objects

[ Desktop

:| Documents

ext
hostlib
projects
pycli
scripts

¥ Downloads
J\ Music

&=/ Pictures

g Videos

is 05(C)

(I USB Drive (D)

ssS
tools
B Android.mk
=l CleanSpec.mk
CMakelists.txt
(=) EULA.pdf ov-1910:50A... Adobe Acrobat D
README First.txt 3-Nov-19 10:50 A... TextD
(%) Third Party License.pdf 3-Nov-19 10:50 A Adobe Acrobat D

version_info.txt 3-Nov- 0:50 A

[ USB Drive (Dz)

g¥ Network

Figure 28. Unzip se050 middleware

Note: It is recommended to keep simw-top with the shortest path possible and
without spaces in it. This avoids some issues that could appear when building the
middleware if the path contains spaces.

Provision credentials using EdgelLock SE050 pycli tool

This section explains how to generate and inject your own credentials in EdgeLock
SEO050 using a provisioning script included as part of EdgeLock SE050 Plug and

Trust middleware. This provisioning script is executed in a Python virtual environment.
Creating a virtual environment venv (for Python 3) and virtualenv (for Python 2) allow
you to manage separate package installations for different projects. They essentially
allow you to create a “virtual” isolated Python installation and install packages into

that virtual installation. When you switch projects, you can simply create a new virtual
environment and not have to worry about breaking the packages installed in the other
environments. It is always recommended to use a virtual environment while developing
Python applications.

To create a new Python virtual environment and install EdgeLock SE050 pycli tool on it,
follow these steps:

1. Install Python 3.7 32-bit version in your laptop, which can be downloaded from
https://www.python.org/downloads/. For reference, Appendix B illustrates how Python
3.7.x 32-bit version can be installed, but the same procedure can be applied for more
recent versions.

2. Open a command prompt
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3. GotoC:\se050 middleware\simw-top\pycli folder:

4.

(Figure 29) >> cd C:\se050 middleware\simw-top\pycli

@ Command Prompt

Figure 29. Go to pycli folder

Install Python virtual environment required package:
(Figure 30) >> pip3 install virtualenv

Command Prompt

C:\se050_middleware\simw-top\pycli>pip3 install virtualenv
Collecting virtualenv
Downloading https://files.pythonhosted.org/packages/33/5d/314c760d420464e4a968275182b7751bd5c3249@94757b39ba987dcfb5a/virtualenv-16
.4.3-py2.py3-none-any.whl (2.8MB)
100% ‘################################‘ 2.8MB 544kB/s
Installing collected packages: virtualenv
WARN using pip ion 19

Figure 30. Install Python virtual environment required package

5. Create a new virtual environment:

>>python -m virtualenv venv
A new venv folder should have been created, as shown in Figure 31

&% Command Prompt

done.

C:\se050_middleware\simw-top\pycli>

< | pycli I

“ Home  Share  View (2]

<« v > ThisPC > OS(C) > se050_middleware > simw-top > pycli v 0 Vd
B This PC A Name - Date modified Type
J 3D Objects doc
Desktop Provisioning
%| Documents scripts
src
D load:
W Dowiioeds tstData
D Music [Bvew
& Pictures .editorconfig KB
B Videos readme.txt 2ke
= 0S(C) requirements.txt KB
USB Drive (D9 ssscli-bash-completion.sh 2K8
Figure 31. Create virtual environment venv
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6. Activate the newly created virtual environment
(Figure 32) >> call venv\Scripts\activate.bat

B Command Prompt - O X

Figure 32. Activate venv

7. In the newly installed virtual environment, install required packages:
(Figure 33) >> pip install -r requirements.txt

BH Command Prompt - o X

none-

@4dei1dll

Figure 33. Install venv requirements
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Go to simw-top\pycli\src folder and install the pycli tool, as shown in Figure 34:

>>cd src

>>pip install --editable .

B Command Prompt

Figure 34.

_middlew

Install pycli

Go to simw-top\pycli\Provisioning folder, where you can find a set of scripts
to generate and inject credentials in EdgeLock SE050, as shown in Figure 35:

< | Provisioning

Share View

« o v

> ThisPC > 0S(C) » se050_middleware > simw-top > pycli > Provisioning |

s Quick access

Figure 35.

& MobileKnowledge e
« B This PC [# GenerateAWSCredentials.py
[# GenerateAZURECredentials.py
30 Cbyect [® GenerateGCPCredentials.py
I Desktop [® GeneratelBMCredentials.py
| Documents -
& Downloads [# ResetAndUpdate AWS.py
D Music [# ResetAndUpdate_AZURE.py
&= Pictures [# ResetAndUpdate GCP.py
B Videos [# ResetAndUpdate_IBM.py
TIESE) [# verification_certificate.py

Name Date modified Type Size

aws

Provisioning scripts folder
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10.Execute the GenerateAZURECredentials.py script. This script generates the
necessary keys and certificates in your local machine.
(Figure 36) >> python GenerateAZURECredentials.py <COM NUMBER>, where
<COM_NUMBER> is the number assigned in your device manager:

B8 Command Prompt

RECredent

"
#
¢
o CONNECTIO
o @ Portable Devices
~ @ Ports (COM &LPT)

@ Intel(R) Active Management Technology - SOL (COM3)
i Silicon Labs Dual CP2105 USB to UART Bridge: Enhanced COM Port (COMT)

=] NS B Dlioollig to LAl 2 dard COM Port (COMS)
W@ Virtual Com Port (COM14)
=PIt queues

S I
lOpening COM Por 14"

Figure 36. Execute GenerateAZURECredentials.py script

11.Make sure that a set of sample credentials have been generated inside simw-top
\pycli\Provisioning\azure folder, as shown in Figure 37:

J v | azure

- a X
“ Home Share View (2]
« - 4 > ThisPC > OS(C) > se050_middleware > simw-top > pycli > Provisioning > azure v & | Searchazure )
- Date modified Type Size
s Quick access

7821063564380580829790_device_certificate.cer

fa MobileKnowledge 377821063564380580829790_device_key.pem

& This PC £ prime256v1.pem
3D Object: [ rootCA_certificate.cer
ects
5 g 8 rootCA_key.pem
[ Desktop

v3_ext.enf

%] Documents

Figure 37. Created sample credentials
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12.Execute the ResetAndUpdate AZURE.py script. This script will inject the keys
inside the EdgeLock SE050.
(Figure 38) >> python ResetAndUpdate AZURE.py <COM NUMBER>, where
<COM_NUMBER> is the number assigned in your device manager:

B8 Command Prompt

m
B R R R R R R R R R R R R

o

v i@ Ports (COM &LPT)
R R R @ Intel(R) Active Management Technology - SOL (COM3)
M Port 0oM14 & Silicon Labs Dual CP2105 USB to UART Bridge: Enhanced COM Port (COMT)

chard COM Port (COME)

M
" v

E i 2o 14 @ Portable Devices
"

4

Figure 38. Execute ResetAndUpdate_AZURE.py script
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5 Azure loT Hub account setup

AN12982

5.1

This section details the steps related to the Azure IoT Hub configuration.

Create Azure subscription

Microsoft Azure offers a free 30-day trial period to all new account holders. If you already
have an account, you camp jump to Section 5.2. Otherwise, follow these steps to create

a free account in Azure:

1. Go to https://www.azure.com and click the green Free acount button as shown in

Figure 39:

B Cloud Computing Services | Mic: X |+

& > O B8 nttpsy//azuremicrosoft.com/en-us % | &

= Microsoft Azure ContactSales & Search Q. Myaccount  Portal

We're in this together. Explore Azure resources and tools to help you navigate COVID-19 >

Learn, connect, and explore with

Azure at Microsoft Ignite. Invent
with purpose.

Try Azure for free ‘ Watch the keynote

Figure 39. Azure subscription creation

Overview Solutions Products v Documentation Pricing v Training Marketplace Partnersv Supportv Blog More v Free acco

Jordi

unt
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2. If you already have an account with MicrosoftOffice 365, you will be prompted to log
in. When you log in, you will be asked to perform an identity validation using your

mobile phone as shown in Figure 40:

8% Azure-Signup

< (©)

x IS

1 Identity verification by phone ~

& https://signup.azure.com/signup?offer=ms-azr-0044p&appld=1028&ref=azureplat-generic&redirectURL=https:%2F%2Fazur... ¥ ¥
ese steps to get started. We as
your account and information. There are no upfront charges or fees.

What's included

A text or phone call helps us make sure this is you.

Country code

’ Spain (+34) v

Phone number

| |

We delivered a code to your phone.

Verification code

l 505923 ‘

» Verify code | did not receive a code

12 months of free products

Get free access to popular products
like virtual machines, storage, and
databases in your first 30 days, and
for 12 months after you upgrade
your account to pay-as-you-go
pricing.

170 € credit

Use your 170 € credit to experiment
with any Azure service in your first
30 days—beyond the free product
amounts.

25+ always-free products

Take advantage of more than 25
products, including serverless,
containers, and artificial intelligence,
that are always free. Get these in

your first 30 days, and a
once you choose to upg B Chat with Sales B

Figure 40. Azure free account sign up

3. Then, introduce your credit card details in the form shown in Figure 41. Microsoft
will use it to verify your identity. There is no charge involved with the setting up of
a trial account. However, there might be a record for a $0 transaction on your bank

statement.
BB Azire-Sanup x |+ R
<~ O & https//signup.azure.com/signup?offer=ms-azr-0044p&appld=1028&ref=azureplat-generic&redirectURL= % = & @
S
A4 Get free access to popular products
2 Identity verification by card ~ like virtual machines, storage, and

We'll make a temporary authorization on this card, but you won't be
charged unless you upgrade.

We accept the following cards:

wisa

Cardholder Name

[ l

Card number

| |

Expires

)

cw

[ |Whaﬁs aCw?

Address line 1

| |

Address line 2 (Optional)

| |

databases in your first 30 days, and
for 12 months after you upgrade
your account to pay-as-you-go
pricing

170 € credit

Use your 170 € credit to experiment
with any Azure service in your first
30 days—beyond the free product
amounts.

25+ always-free products

Take advantage of more than 25
products, including serverless,
containers, and artificial intelligence,
that are always free. Get these in
your first 30 days, and always—
once you choose to upgrade.

No automatic charges
You won't be charged unless you
choose to upgrade. Before the end
of your first 30 days, you'll be
notified and have the chance to
upgrade and start payin,
thpgresomtes you Sszb Bc

Figure 41. Azure sign up verification by card
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4. Check the I agree checkbox and click Sign Up as shown in Figure 42. In a few
seconds, your account will be ready.

BT Acure-Signup x |+

< @) &  https://signup.azure.com/si

jordijofre-mk@nxp.com  Sign out

Try Azure for free

Follow these steps to get started. We ask for these details to protect
your account and information. There are no upfront charges or fees.

1 Identity verification by card v What's included

12 months of free products

Get free access to popular products
2 Agreement A like virtual machines, storage, and
databases in your first 30 days, and
for 12 months after you upgrade
your account to pay-as-you-go

I agree to the subscription agreement, offer details, and privacy statement.

1 would like to receive information, tips, and offers from Microsoft about Azure pricing.
and other Microsoft products and services, and for Microsoft to share my
information with select Partners so I can receive relevant information about their 0 170 € credit
products and services. Use your 170 € credit to experiment

with any Azure service in your first

» Sign up 30 days—beyond the free product
amounts.

B Chat with Sales

Figure 42. Azure sign up agreement acceptance

5. Your Microsoft Azure account is now created.

5.2 Create an Azure loT Hub

This section describes how to create an Azure loT Hub instance using the Azure portal.
The Azure loT Hub is a central message hub for secure bidirectional communication
between the cloud-hosted application and the IoT devices.

To use the steps described in this section, you need an Azure subscription. If you do not
have an Azure subscription yet, check Section 5.1 to create a free account. If you already
have an Azure subscription:
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1. Log in the Azure portal. In the Azure dashboard and click on Create a resource as
shown in Figure 43:

- o X
A Home - Microsoft Azure x o=

€« > 0

& https/portal.azure.com/#home

= @ &

jofre@themobilek... @
MOBILEKNOWLEDGE ‘@

= Microsoft Azure O Search resources, services, and docs (G+/)

Azure services

PR R — —— —

- F|® & @ = g =
Create a Device Virtual App Services Storage SQL databases  Azure Database  Azure Cosmos
resource Provisioning... machines accounts for PostgreSQ.. DB
]

LCH %
L
Kubernetes More sel
services

Figure 43. Create a resource

In the search bar, type loT Hub (1), then click on the loT Hub (2) resource, and finally
click on Create button as shown in Figure 44:

A New - Microsoft Azure x S A Marketplace - Microsoft Azure X | +

Al + Machine Learning
Analytics

Blockchain

Compute

Containers

Databases

Developer Tools
DevOps

Identity

Categories

T

Al + Machine Learning
Analytics

Blockchain

Compute

Containers

A\ 10T Hub - Microsoft Azure x =
<~ O & https;//portal.c & ) &  https://portal.azure.com/#blade/Microsoft_Azur & O &  https;/portal.azure.com/#blade/Mi
= Microsoft Azure P S P Search resources, services, and doce = Microsoft Azure R Search resources, servi
Home > Home > New > Home > New > Marketplace >
New Marketplace = loT Hub »
Microsoft
‘. Private Marketplace —
_ (PREVIEW) £ lotHub - IoT Hub © saveforiater
Microsoft
Azure Marketplace  Seeall My Saved List
Showing All Results | 9
Recently created
Get started B
Recently created Service Providers
Overview Plans  Usage Information + Support

loT Hub
Microsoft

Connect, monitor and manage loT
devices

Simultaneously support millions of connected devices—wh
accelerate your digital transformation.

Figure 44.

Create an Azure loT Hub
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use the free acount created in Section 5.1

In the Basics tab, fill in the fields as shown in Figure 45:
Subscription: The subscription to use for your Azure IoT Hub. Select Free trial to

Resource group: A resource group is a container that holds related resources for

an Azure solution. To create a new one, click Create new and fill in the name for

your group.

be globally unique.

e. Click Next: Networking

Region: Select the region in which you want your hub to be located.
loT Hub name: Write the name for your Azure lIoT Hub. Note that this name must

A 10T hub - Microsoft Azure x [+

& O 8 nhttps;//portal.azure.com/?quickstart=true#create/Microsoft.lotHub

Home > New > Marketplace > loT Hub >

loT hub

Microsoft

Basics  Networking  Sizeandscale  Tags  Review + create

Create an loT hub to help you connect, monitor, and manage billions of your loT assets. Learn more
Project details

organize and manage resources.

Choose the subscription you'll use to manage deployments and costs. Use resource groups like folders to help you

®z 20

Subscription * @ [ Free Trial

previovs | Next Networing > | <Rl oprins

«

V] <

Resource group * (O ‘ (New) MyResourceName v a
Create new

Region* © [ west Europe v c

0T hub name * © [MyloTHubName2] ] «-

jordijofre@avant-studi... @
DEFAULT DIRECTORY @0

Figure 45. Create an Azure loT Hub - Basics form
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3. On the Networking tab, leave the Public endpoint (all networks) option selected and

click Next:Size and scale, as shown in Figure 46:

A 1T hub - Microsoft Azure x |+

&< O & https;//portal.azure.com/?quickstart=true#create/Microsoft.lotHub

[ = icrosort e YT [P g ®3 2 0

Home > New > Marketplace > loT Hub >

loT hub

Microsoft

Basics  Networking  Sizeandscale  Tags  Review + create

Network connectivity
Connect to your lot Hub using public or private endpoints.

Connectivity method * © [ @ public endpoint (all networks)
O Public endpoint (selected IP ranges)
(O Prrivate endpoint

@ Al networks will have access to this loT hub.
Learn more about connectivity methods.

Review + create < Previous: Basics ‘ ‘ Next: Size and scale > | -n options

jordijofre@avant-studi... @
DEFAULT DIRECTORY &0

Figure 46. Create an Azure loT Hub - Networking form

4. On the Size and scale tab, do as shown in Figure 47:
a. Select F1: Free tier
b. Click Review+create at the bottom

The F1: Free tier is meant for testing and evaluation. It has all the capabilities of the

standard tier, but limited messaging allowances.

A 10T hub - Microsoft Azure x S

& O 8 httpsy//portal.azure.com/?quickstart=true#create/Microsoft.lotHub

@ Upgradel O Search resources, services, and docs (G+/) @ B2 ©

Home > New > Marketplace > IoT Hub >

loT hub

Microsoft

Basics  Networking  Size and scale Tags  Review + create

Each IoT hub is provisioned with a certain number of units in a specific tier. The tier and number of units determine the
maximum daily quota of messages that you can send. Learn more

Scale tier and units

Learn how to choose the right IoT hub tier for your solution

Number of F11oT hub units ® 1
Determines how your loT hub can scale. You can change this later if your needs increase.

Azure Security Center Off
Turn on Azure Security Center for loT and add an extra layer of threat protection to loT Hub, loT Edge, and your devices. Learn more

I Qs | oo | Aomsionopions

Pricing and scale tier * O [FFree tier V] 4EE

jordijofre@avant-studi... @
DEFAULT DIRECTORY @i

Figure 47. Create an Azure loT Hub - Size and scale form
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5. On the Review+create tab, click Create to confirm the Azure loT Hub creation as

shown in Figure 48. You might need to wait a few minutes until your deployment is
ready:

A 10T hub - Microsoft Azure x |+ —

<« ) &  https://portal.azure.com/?quickstart=true#create/Microsoft.lotHub

— ? . jordijofre@avant-studi... @
@ Upgrade l £ Search resources, services, and docs (G+/) biEs @ B 0?2 © e W

Home > New > Marketplace > loT Hub >

loT hub %

Microsoft

Basics  Networking  Sizeandscale  Tags  Review + create

Basics

Subscription Free Trial

Resource group MyResourceName

Region West Europe

10T hub name MyloTHubName2
Networking

Connectivity method Public endpoint (all networks)
IP filter rules None

Private endpoint connections None

B @l | oo Auomstonoptions

Figure 48. Create an Azure loT Hub - Review and create form

6. When the Azure IoT Hub instance is deployed, you can see the deployment details

and go to the recently created Azure IoT Hub resource as shown in Figure 49:

A MyloTHubName3-922193020 - | x |+ e
> = ©) & https:/portal.azure.com/?quickstart=true#blade/HubsE n/DeploymentD. verview/id/%2Fsubscriptions%2F... ¥ ¥ @ &
= Microsoft Azure @Upgradelp Search resources, services, and docs (G+/) i3 @ B 2 O J'Ofdi-JAOffen(%);\lllfTﬂll);::;%i&; ;
Home >

» MyloTHubName2-922193920 | Overview » X
b ad Deployment

0 Kearch (Ctrl+/) « | Delete Q Cancel 1) Redeploy () Refresh

% Overview @ We'd love your feedback! >

3 Inputs

= Outputs === Deployment is in progress
n
B Template Deployment name: MyloTHubName3-922193920  Start time: 9/22/2020, 7:39:21 PM
Subscription: Free Trial Correlation ID: 48874dd1-009f-4b47-814d-c782ef0c7934 0
Resource group: MyResourceName
Security Center
A Deployment details (Download) Secure your apps

Go to Azure sect

Resource Type Status Operation details
Free Microsoft t1
@ MyloTHubName2 Microsoft.Devices/lot.. ~Created Operation details Use loT Hub mes;
» to-cloud messag

Understanding tt
Understanding Ic

Work with an ex v
»

Figure 49. Create an Azure loT Hub completition
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5.3 Create a device

This section describes how to create a device instance using the Azure loT Hub portal.
Follow these steps:

1. In your Azure loT Hub resource, do as shown in Figure 50:
a. Go to loT devices on the left hand side menu.
b. Click New to create a new device.

A MyloTHubName3 - Microsoft A= X |+ - = &
& O 8 nhttpsy//portal.azure.com/#@jordijofreavantstudio.onmicrosoft.com/resource/subscriptions/961dad38-d35d-4874-a9d8-ebs... ¥z ¥ @ &

= ; < jordijofre@avant-studi... @
@ Upgradel 0 Search resources, services, and docs (G+/) i) @ B 0?2 © el oesrice: @D

Home > MyloTHubName3

= MyloTHubName2 | loT devices » X
1T Hub
[0 search (ctri+) |« | + new Im
«*» Failover *
= Properties View, create, delete, and update devices in your loT Hub.
B Locks
Field Operator Value
Explorers + X select or enter a property name v = v specify constraint value
B Query explorer ~+ Add a new clause

W 10T devices a
Query devices </> Switch to query editor

Automatic Device Management

£ 10T Edge
DEVICE ID STATUS LAST STATUS UPDATE (UTC) AUTHENTICATION TY...  CLOUD ...
& 10T device configuration

Messaging

No devices found
B File upload

Y. Message routing

Figure 50. Create a device
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2. To create a device, follow the indications in

a. As device ID, copy the 24 digits generated in the certificate credential in

Section 4.6

b. Select X.509 CA Signed as authentication type.

c. Click Save.

A\ Create a device - Microsoft Azur X |+

< O

MyloTHubName2

Home

A Create a device
=

=] < | azure

I

Share

o Find Certifiagafor Azure loT devices in the Device Catalog

f Mobilek
Device ID* © [ This PC
[377s210635643805808207 F— B 3D Objects
. ‘ I Desktop
Authentication type 5
5] Documents

(symmetrickey X509 Self-Signed )(509CA Signed )| «
Connect this device to an loT hub ©

@D oiszble )

Parent device ©

No parent device
Set a parent device

B s

B https:/portal.azure.com/#@jordijofreavantstudio.onmicrosoft.com/resource/subscriptions/96 1dad38-d35d-4874-a9d8-eb8... %

® 3z 2 0

Iy

View

> ThisPC > OS(C) > se0S0_middleware > simw-top > pycli > Provisioning > azure

s Quick access
] 377821063564380580829790 Jdevice_certificate.cer

jordijofre@avant-studi... @
DEFAULT DIRECTORY @0

Name

2 377821063564380580829790_device_key.pem
2 prime256v1.pem

[55] rootCA _certificate.cer

2 rootCA key.pem

] v3_ext.enf

Create a device Il

Figure 51.

5.4 Upload root CA certificate to your Azure loT Hub

Azure loT Hub supports three attestation mechanisms for confirming the device

authenticity during registration based on:

¢ X.509 certificates
* Trusted Platform Module (TPM)
¢ Symmetric key

This document describes how to use X.509 CA certificates to authenticate devices
connecting to the Azure loT Hub. The other two attestation mechanisms are beyond the
scope of this application note. To upload a new root CA certificate:
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1. In your Azure loT Hub resource, click in Certificates menu (1) and then click Add (2)

AN12982

as shown in Figure 52:

A MyloTHubName3 - Microsoft A= X | 4

< ©

@I R Search resources, services, and docs (G+/)

Home > MyloTHubName3

a MyloTHubName2 | Certificates = X

loT Hub
‘ « + Add { 2

¥ @ 8

A https//portal.azure.com/#@jordijofreavantstudio.onmicrosoft.com/resource/subscriptions/961dad38-d35d-4874-a9d8-eb8... %

® 3z 2 O

jordijofre@avant-studi... @
DEFAULT DIRECTORY &0

Bl &

0 Search (Ctrl+/)

X Overview

" o
@ Activity log o You can use this tool to upload and manage your certificates.
R Access control (IAM)
€ Tags Name Status Expiry Subject Thumbprint Created
2 Diagnose and solve problems No results
Events 2
Settings

Shared access policies
Identity

© Pricing and scale

&> Networking

(| 4

& Built-in endpoints

Figure 52. Upload a root CA certificate

Then, type the certificate name and select the certificate to upload, as shown in:
a. As Certificate Name, for instance, use rootCA_QMC.
b. Upload the rootCA certificate that we generated in Section 4.6

< - o x

A Add Centifieate - Migrosoft Azu

< O

MyloTHubName2

= @ 8

https://portal.azure.com/#@jordijofreavantstudio.onmicrosoft.com/resource/subscriptions/961dad8-d35d-4874-a9d8-eb8.
ps//p Jordix / P

ordi jofre@avant-studi... @

DEFAULT DIRECTORY ‘@0

Home

Add Certificate X

Learn more about certificates.

Certificate Name * &

| roorca amc

| e

Certificate .pem or .cer file.* © g ;
& [ = | azure

« v 4[> ThisPC » 0S(C) »

| "rootCA_certificate.cer”

56050_middleware > simw-top » pycli > Provisioning > azure
Name

Quick access

5 377821063564380580829790_device._certificate.cer

[ MobileKnowTes 8 377821063564380360829790_device_key.pem

8 prime256v1.pem

[ This PC
3D Object: 55 rootCA certificate.cer
= B rootCA_key.pem
L L] v3_extenf

% Documents

70 m‘-

.

Figure 53. Upload a root CA certificate Il
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2. The certificate we have just uploaded will appear in the list as Unverified as shown in

Figure 54.

The certificate status remains in Unverified until we complete the proof of possession
validation. The proof of posession mechanim verifies that the uploader is in
possession of the certificate private key. For this verification, the Azure loT Hub
generates a verification code that needs to be included in a verification certificate
signed by the CA certificate private key.

A MyloTHubName - Microsoft A= X |+

S5 (O]

A https://portal.azure.com/#@jordijofreavantstudio.onmicrosoft.com/resource/subscriptions/961dad38-d35d-4874-a9d8-eb..

®J 2 search resources, senvices, and docs (G+)

jordijofre@avant-studi... @
DEFAULT DIRECTORY &P

DR ®s 2 0

Home > MyloTHubName2

loT Hub

0O Search (Ctrl+/)

X Overview

E Activity log

R Access control (IAM)

L 4 Tags

A Diagnose and solve problems
Events

Settings
Shared access policies

Identity

o)

Pricing and scale

Networking

™

Certificates

e Built-in endpoints

a MyloTHubName2 | Certificates = X

‘ « + Add () Refresh

o You can use this tool to upload and manage your certificates.

Name Status Expiry Subject Thumbprint Created

@ Unverified 16 Sep 2040 14:11 NXP Semiconductors L A069766FD261216E16° Wed, 23 Sep «
»

rootCA_QMC

Figure 54.

Root CA certificate unverified status
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3. To obtain the verification code, do as shown in Figure 55
a. Click on the certificate uploaded in the previous step
b. Click Generate Verification code

c. Copy and save the generated verification code. This code will be used to conduct
the proof of verification and certificate ownership.

A\ Certificate Details - Microsoft A= X | 4 = o X
<« O A httpsy//portal.azure.com/#@jordijofreavantstudio.onmicrosoft.com/resource/subscriptions/961dad38-d35d-4874-a9d8-ebs... ¥  ¥= ®
el * SR Certificate Details p
M MyloTHubName2 | Certificates » ro0tCA QMC

= oT Hub

il Delete
| 2 Search (Ctrl+/) « 23
Thumbprint ©

oA Overview A069766FD261216E167DFE9ED6332... D

@ Activity log “ You can use this tool to upload and manage your certificates.

R Access control (IAM) Created ©
Wed, 23 Sep 2020 10:32:18 GMT [1n)
¢ Tags Name Status Expiry Subject
&2 Diagnose and solve problems : “ = - P Se
Updated ©
Events Wed, 23 Sep 2020 10:32:18 GMT i)
Settings
Verification Code (O
Shared access policies
|839005A47A78B740403D908426 D I
Identity
@ Pricing and scale -’ Generate Verification Code
&> Networking Verification Certificate .pem or .cer file. * (
§ v
Select a file 9
M Certificates

Built-in endpoints

Figure 55. Obtain root CA certificate verification code

4. We use the pycli tool again to generate the verification certificate. If you have the
command prompt still open, go to the next step. If you have already closed it, open

one, go to simw-top\pycli\ folder as shown in Figure 56, and type the following
commands:

>> call venv\Scripts\activate.bat
>> cd Provisioning

=8 Command Prompt — =] x

Figure 56. Open virtual environment
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5. Execute the verification certificate.py script, which require three
arguments:
<RootCA_certificate>
<RootCA_private key>
<Azure_verification_code>
The first two correspond to credentials injected in Section 4.6 and the third, is the
verification code we have just obtained from Azure. Figure 57 is an example of the
command to be sent:

Certificate Details X

{8 Command Prompt

[ Delete
Certificate Name O

RootCA_QMIC.

Elag ©

AAAAAIZEVEM=

Subject ©
NXP Semiconductors DEMO f0GtCA v... B

E

Mon, 03 Sep 2040 14:41:07 GMT 3]

Root CA certificate

Thumbprint

700801

e R

« v A > ThisPC > 0S(C)|> se0S0_middleware >

simw-top > pycli > Provisioning > azure vo

s Quick access

53721 0_device_certficate.cer 2 11PM

fa MobileKnowledge 2 377821063564380580829790_device_key.pem 11PM

A S Updated O
[ This PC Root CA pnvate ke[: ;:: Mon, 21 Sep 2020 1447:45 GMT
J 30 Objects S
I Deskiop S Verification Code O
& Documents

n Certificate .pem or .cer file. *
ile

Figure 57. Generate verification certificate

6. Make sure afile called verifyCert.cer has been generated in simw-top\pycli
\Provisioning folder, as shown in Figure 58:

2 || = | Provisioning - O X
m Home  Share  View (2]
« v 4 > ThisPC > OS(C:) » se050_middleware > simw-top > pycli > Provisioning v & | SearchProvision.. 0

Name - Date modified Type Size
s Quick access e G
fa MobileKnowledge azure File folder
v O This PC M
| error_log.txt KB
930 Objects [B GenerateAWSCredentials.py Python File 2k8
I Desktop [# GenerateAZURECredentials.py Python File 2KB
| Documents [# GenerateGCPCredentials.py Python File 2K8
& Downloads [# GeneratelBMCredentials.py Python File 2KB
D Music ] output_log.txt
&/ Pictures J readme.rst
B Videos [# ResetAndUpdate AWS.py Python File 3KB
N [# ResetAndUpdate AZURE.py Python File 2KB
=05(6) [# ResetAndUpdate_GCP.py Python File 2KB
A UsBDrive ) [# ResetAndUpdate_IBM.py Python File 2KB
I SDHC (&) [# verification_certificate.py Python File 4KB
Security Certificate 1KB

Figure 58. Verification certificated generated

5.5 Verify root CA certificate

To change the root CA certificate status from Unverified to Verified:
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1. In the Azure loT Hub portal, do as shown in Figure 59:

a. Click on verification certificate .pem or .cer file button

b. Upload verifyCert.cer, which is the signed verification certificate generated in

Section 5.4
c. Click Open
d. Click Verify

<«

H

Loy

fle

X mm

NN

A\ Certificate Details - Microsoft A= X |+

O A https:/portal.azure.com/#@jordijofreavantstudio.onmicrosoft.com/resource/subscriptions/961dad38-d35d-4874-a9d8-ebs..

e e

A 1> ThisPC > 0S(C) > se050_middleware > simw-top > pycli > Provisioning

Organize v New folder
o figures A Name
0! topics aws

i MobileKnowledge

o M s
Open

= ThispC [ eror logaxt
2 30 Obiecs [P GenerateAWSCredentials.py
= [P GenerateAZURECredentials.py
v [ GenerateGCPCredentials.py
[ Documents [® GeneratelBMCredentials.py
& Downloads 2 output_logxt
D Music ) readme.rst
&) Pictures [# ResetAndUpdate AWS.py
B videos [P ResetAndUpdate AZUREpy
TG [# ResetAndUpdate_GCP.py

= USB Drive (D)

= USB Drive (D)

[# ResetAndUpdate_IBM.py

;

verification certificate.py

<

modified

Type
File folder
File folder
File folder
Text Document
Python File
Python File
Python File
Python File
Text Document
RST File
Python File
Python File
Python File
Python File
Python File

Security Certificate

Search scripts »

Size

2k8
2k8
2k8
4K
e

File name: verifyCertd.cer

Alfiles () v

o

-

Identity

Pricing and scale
Networking
Certificates

Built-in endpoints

=4
)

= @

Certificate Details

r00tCA_QMC

@ Delete

Thumbprint ©

[ A069766FD261216E167DFE9ED6332... [ ‘

@avant-studi
DEFAULT DIRECTORY &0

°
>

X

Created ©

‘ Wed, 23 Sep 2020 10:32:18 GMT

Updated ©

o]

‘ Wed, 23 Sep 2020 10:32:18 GMT

]

Verification Code

‘539005A47A75B74D403D908425

Generate Verifi Code

Verification Certificate .pem or .cer file. * (

|

I “verifyCert.cer”

& -

-

Figure 59.

Root CA certificate verification
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2. Check that the proof of posession verification was successul. Click on the Refresh
icon. The certificate should have changed its status to Verified as shown in Figure 60.
The registration of the OEM's root CA certificate is a one-time process.

A MyloTHubName2 - Microsoft A= X | +

& O B https;//portal.azure.com/#@themobileknowledge.com/resource/s

— Microsoft Azure L Search resources, services, and docs (G+/)

Home > MyloTHubName2

jordijofre@themobilek... (@
MOBILEKNOWLEDGE @

A MyloTHubName?2 | Certificates = X
" loT Hub
O Search (Ctrl+/) | « + Add () Refresh

Identity :

@ Pricing and scale o You can use this tool to upload and manage your certificates.

§> Networking

M Certificates Name Status Expiry Subject Thumbprint Created
Built-in endpoints r00tCA_QMC ‘ 03 Sep 2040 14:4 NXP Semiconductors [ 700B01894064C32D98 Tue, 08 Sep 21

. Failover ’

3= Properties

B Locks

Explorers

B Query explorer

B 10T devices

Automatic Device Management

£ 10T Edge -

Figure 60. Root CA certificate verified

5.6 Collect Azure loT Hub connection string

An Azure loT Hub connection string allows secure access to Azure loT

Hub various functionality using a shared key. The connection string has the
following format: HostName=<Host Name>; SharedAccessKeyName=<Key
Name>; SharedAccessKey=<SAS Key>.

To find the connection string in your Azure loT Hub account, follow these steps indicated
in:

1. Select Shared access policies from the left-hand side menu.
2. Select iothubowner policy.
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3. Copy the value in Connection string-primary key text box.

A iothubowner - Microsoft Azure X | =+

& O 8 httpsy//portal.azure.com/#@themobileknowledge.com/resource/subscriptions/92cc53b5-879b-4441-986e-b6135e1b511e/r o @

e B

Search resources, services, and docs (G+/)

jordijofre@themobilek... (@

MOBILEKNOWLEDGE @

Home > MyloTHubName2

10T Hub
‘}t Search (Ctrl+/)
R Access control (IAM)
@ Tags
4 Diagnose and solve problems

Events

Settings

Identity
@ Pricing and scale
§> Networking
A Certificates

== Built-in endpoints

“= Failover

= Properties

N MyloTHubNamez2 | Shared access policies
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o 1T Hub uses permissions to grant access to each loT hub endpoint. Perm

functionality.
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MyloTHubName2

C) Regenerate keys ***

Registry write (D
[V] service connect ®

[V] Device connect ®

[P search to fitter items..

Policy
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service
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registryRead

registryReadWrite
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registry y
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device c¢
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@

B |

4@

Connection string—secondary key ©

< [

Figure 61. Connection string-primary key

The connection string will be used by the QMC JSON Exchanger application to send /
retrieve data from Azure loT Hub.
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6 Build and run QMC JSON Exchanger application

AN12982

The QMC JSON Exchanger application is a Windows application especially written to get
the status and control the NXP quad motor-control development platform by exchanging
JSON messages, either locally through UDP or remotely through the Azure loT Hub.

In this document, we use the QMC JSON Exchanger application to send / retrieve data
from Azure IoT Hub, which allows us to control and monitor the NXP quad motor-control
development platform from any computer with an internet connection. To communicate
with the Azure loT Hub, the QMC JSON Exchanger application uses the Azure loT Hub
connection string retrieved in Section 5.6, which acts as a shared key.

Note: The QMC JSON Exchanger application is provided only as a reference application
for demonstration purposes, it is not intended to be used in a commercial deployment.

The QMC JSON Exchanger application source code is delivered as a Visual Studio
project, available from: www.nxp.com/quadmotorcontrol webpage in the section of
Tools and Software with the name of MCUXpresso Project sample code with Azure.
Download it, and follow these steps to build it and run it in your laptop:

1. Install Visual Studio 2017 version, or higher, with .NET 4.7.2 framework, or higher, in
your laptop, which can be downloaded free from https://visualstudio.microsoft.com/vs/.
For reference, Appendix C illustrates how Visual Studio 2019 version can be installed,
but the same procedure can be applied for other versions.
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2. Unzip the project QmcJsonExchanger and double click in the Visual Studio solution
file, called QmcJsonExchanger.sin, as shown in Figure 62:

| = | QmcJsonExchanger

Home Share View

- v P » ThisPC » 0S(C:) » QMC Azuredemo > QmcJsonExchanger
y Name Date modified Type
s Quick access
QmclsonExchanger 22-5ep-2012:23 PM File folder
fa MobileKnowledge | faJ @mdlsonExchanger.sin | - 22-Sep-2012:23 PM Visual Studio Solu...
v [ This PC
¥ 3D Objects
[ Desktop

| Documents

Figure 62. Open QMC JSON Exchanger application Visual Studio solution

If you see a security warning message as shown in Figure 63, click OK to continue
opening the QMC JSON Exchanger application.

Security Warning for QmcJsonExchanger

You should cnly open projects from a trustworthy source.
The project file QmcJsonExchanger may have come from a location that is not fully trusted. It could present a
security risk by executing custom build steps when opened in Microsoft Visual Studio that could cause damage to

your computer or compromise your private information.

Would you like to open this project?

[ Ask me for every project in this solution

Cancel

Figure 63. Accept security warning Visual Studio solution

The QMC JSON Exchanger application targets .NET Framework version 4.7.2 or
newer. In case you do not have the .NET Framework version 4.7.2 installed, you
may see the warning shown in Figure 64. Select Download the targeting pack for
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"NETFramework, Version=v4.7.2.. The project will not change option, follow the
instructions to install .NET Framework version 4.7.2 and restart your computer.

The C# project "OmcJsonExchanger" is targeting “.NETFramework, Version=v4.7.2", which is not
installed on this machine. To proceed, select an option below.

Change the target to .NET Framework 4.6.1. You can change back to
g g g
".NETFramework, Version=v4.7.2" at a later time.

(® Download the targeting pack for ".NETFramework, Version=v4.7.2". The project will not change.

(O Do not load the project.

[[] Do not ask me again during this operation

Figure 64. Install .NET Framework version 4.7.2 warning message

3. The Visual Studio project solution will be opened. To build and run the QMC JSON

Exchanger application, open the file Program.cs in the Solution Explorer panel and
click on the Start button in the top menu, as shown in Figure 65:

) amcksanéxchanges - Microsoft Visual Studio Bl & Quick Launch (ctri-Q Pl o B x
File Edit View Project Build Debug srcisetre - |
Q- -| Debug -

Team  Tools
Any CPU

Tt Ana
3 2 | M

T 77 solution ‘QmelsonExchanger (1 project)
4 @ Qmosonkxchanger

F Propertes
Snosmespace QucIsonexchanger - :delu\:es
{ 8 Resources
) App.config

»
»
3

static class

b c AzureTentxchanger.cs

»

»

v

= CommandDatacs
2 Mainform.cs
2]

b c UdpTextExchangercs

try point for the spplicstion

ic void Main()

on. EnablevisualStyles ();
on. SetCompatibleTextRenderingDefault (false);
=0);

Application,Run(new HainForn(

Show autput from:

 Addto Source Control +

Figure 65. Build QMC JSON Exchanger application
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4. Once the source code is compiled, the QMC JSON Exchanger application will be
opened, as shown in Figure 66:

using
Snamespace Quc
{

static cla:

Figure 66.

il | open Communication

W] amcsonExchanger (Running) - Microsoft Visual Studio e & h (Cti Pl = B x
Fle Edt Viw Project Buld Debug Tem Took Tet Anabze Window Help Jodiotee ~ [
|G- -ame -|Finmd = ]
Process: [8676] QmcJsonxchanger.exe  ~ Lifecycle Events ~ Thread: Stack Frame: A
Program.cs & & X Ml Diagnostic Tools v ax
£ *Q ger P, Q, 1 & q
BB a "

| [ .

e ion to Send

~ 8 x| [callStack

QMC JSON Exchanger application user interface

Diagnostics session: 12 seconds

4CPU (% of all processors)
100

0

Events
* Show Events (0 of 0)
Memory Usage
Take Snapshot
CPU Usage
® Record CPU Profile

Breakpoints _Exception Settings Command Window Immediate Window Output

105 |

4 Addto Source Control ~
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5. In case you experience the compilation error shown in Figure 67, you can solve it by
granting security rights to the Resources.resx file.

) QmdlsonExchanger - Microsoft Visual Studio X8 & | Quick Launch (Ctr+Q L=

Edit View Project Build Debug Team Tools Test Analyze Window Help Jordisofre - [
B -2 @ ~ & <| Debug ~ AnycPU - b Start | g

11 Solution ‘Gmelsonxchanger (1 project)
4 @ Qmcsonbxchanger
b o Properties
b w8 References

b i Resources
) App.config
b AzureTextExchanger.cs
b c CommandData.cs
b B Mainform.cs
) packages.config
b e Program.cs
b c* ReadOnlyConfigFile.cs
b e UdpTextExchanger.cs

Solution Explorer [T

Error List B | propertics

Entire Solution - |[© 1Eror || [ 29 Wamings || @ 0Messages |[Xr]| Build + intelisense - Search Error List o - | amaIsonkxchanger Project Properties

[J Build failed

" Code Description Project Line SuppressionSt.. ¥ 4
< B ueto 1t being in the Inteme or
(<] Restricted zone or having the mark of the web on the file. Remove the mark of the web f QmclsonExchanger

Project File
Project Folder

esproj
o\QmclsonE

You want to process these files

Th component 'Syst Primitives' could not be found. QmelsonExchanger
The referenced component ‘Microsoft Azure EventHubs' could not be found. QmelsonExchenger

The referenced component Microsoft.IdentityModel.Clients.ActiveDirectory’ could not be
found

QmdlsonExchanger

' could not be found. [

component !

The referenced component ‘System.Runtime’ could not be found, QmcJsonxchanger

The refe :d component ‘Syste ity ' could not be found. Qt
Found confiicts between different versions of “System.Net Hitp" that could not be Misc
resolved. These reference conflicts are listed in the build log when log verbosity is set to QmcJsonExchanger

4 Addto Source Control

Figure 67. QMC JSON Exchanger application building error

To grant security rights to the Resources.resx file, use a Windows explorer and
navigate to the Resources.resx file, which is stored in <root directory>
\QmcJIsonExchanger\QmcJsonExchanger\Properties folder directory. Then:

a.

b.
c.
d

Right click on the file.

Click on Properties.

Tick the Unblock option.

Click in OK button, as shown in Figure 68

« v 4 > ThisPC > 0S(C:) » QMC Azuredemo > Qmc > Qme > Properti
o~ A
[ This PC Name
= [ Resources.resx Properties X
P 3D Objects B Assemblyinfo.cs
I Desktop B Resources.Designer.cs General Securty Details Previous Versions
[£| Documents » I:g Resoliices e Open —1 -
Settings.Designe 3 esources resk
& Downloads 28 sets = mg Edit D |
B Music CHING=SENGS| @ Share with Skype
el X (e g Typeoffile:  Microsoft .NET Managed Resource Fie (resx)
7-Zip > Opens with:  Unknown application Change...
Videos
H T CRC SHA >
= 0S(C) BlL £t with Netepad s Location:  C:\QMC Azure demo'\GmeJsonExchanger\Gmedson
[l USB Drive (D) e Size: 1.98 MB (2.080.461 bytes)
- 24 are
[ SDHC (&) e N Size ondisk: 1.98 MB (2,080,768 bytes)
1 SDHC (E9) - :
4 48 TortoiseSVN > Created Wednesday, May 13, 2020, 3:56:38 PM
1 USBDeve 1) Restore previous versions Modfied:  Tuesday. September 22, 2020, 12:23:04 PM
fe=ice Send to 5 Accessed:  Today. September 22, 2020, 38 minutes ago
QMC video
Cut
o c“ Atibutes:  []Readonly [ Hidden Advanced...
opy
= Securty: This file came from another
i Create shortcut computer and might be blocked to o
ooy help protect this computer.
5] v
Sitems 1 item selected 1.98 MB e
» [ properties » | ok || Cancel oy

Figure 68. Granting rights to Resources.resx

After that, re-build the Visual Studio project once again.
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7 Run the Azure loT Hub demo application

This section explains how to put all the pieces together and run the Azure loT Hub demo
application.

7.1 Change MCUXpresso project settings

We need to change two variables in the MCUXpresso project related with your Azure loT
Hub account settings. Changing these settings is needed in order to successfully run the
Azure loT Hub demo application. In the MCUXpresso workspace:

1. Go to the project explorer and open the azure iot config.h, which can be found
in source\azure task\ folder as shown in Figure 69:

B workspace - ICC_QMC_Motor_Control_App_Azure/source/azure_task/azure_iot_config.h - MCUXpresso IDE - [u} X
File Edit Source Refactor Navigate Search Project Configlools Run Analysis FreeRTOS Window Help
- [®~-R-@OLidiv]| ® 5 sk e - B LA Tt-0- Q- ® - HRErid-5rocro-m
Q ig|&
@y Proje.. 2 = = B
B3 = [=
5 component &~
(5 device
8 drivers
@ wip
(5 mbedtis
€5 motor_control
@ nfc
(2 se_hostlib 1
v (8 source 12 #ifndef AZURE_IOT_CONFIG H_
Ve 13 #define AZURE_IOT CONFIGH_
[R azure_client_credential_keys.h i s
:_10T_HUB_) TestHub™
ne AZURE_LOCATION_NAME "Hanburg”
ne AZURE_DEVICE_NAME "377815972228509164001886"
c:end:azure-credentials *,
& json
define AZURE_IOT_MQTT_HOST AZURE_IOT_HUB_NAME ".azure-devices.net” ///<
define AZURE_IOT_MQTT_PORT (8883)
26 #define AZURE_TOT_MQTT_CLIENT_ID AZURE_DEVICE_NAME v
O Quickstart P... 53 = | B Console 52 F B-8-=08
No consoles to display atthis time.
MCUXpresso IDE - Quickstart Panel
Cioe) project: ICC_QMC_Motor_Control App._ Azure [Dek
~ Build your project
@ & Build
& Clean v
< >
Writable Smart Insert 22:1:1027 = e VIR O NXP MIMXRT1052:000B" (ICC Q...Azure)
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2. Modify the #define AZURE IOT HUB_NAME macro definition to add your Azure loT
Hub name created in Section 5.2 as shown Figure 70:

Microsoft Azure P Search resources, services, and docs (G+/)

Azure services

&

Device
Provisioning...

5o}
g @

virtual App Services
machines B

Recent resources

Name

Navigate

Subscriptions (%)  Resource groups

Tools

[ Vicosohieme

Learn Azure with free online

Azure Monitor

®

Monitor your apps and

8 vorkspace - ICC_QMC_Meotor_ Control_App_Acure/source/azure_task/azure_ot_configh - MCUXpresso IO
Fle Edt Souce Refactor Novigate Search Project Configlools Run Anabsis FreskTOS Window Help
2w

B-HRI®-&-&id

& Proje.. 2%

152 1CC_QMC_Motor_Control App._ Azure <Debug
© Project Setings
5 Includes
& omsis
5 amazon-freettos
3 board
5 component

3 wip

(3 mbedtls

(& motor_control

@ nfe

(3 se_hostlib

v 8 source

v @ azure task
(B azure_client credential_keys.h
W azure_default_root_certificates.h
B azure_iot_configh
& azure task.c
(R azure taskh
W fo e firh

O Quickstart P... 63

Figure 70. Change #define AZURE IOT HUB_ NAME

BN SRk E2DR

riei®

[B) “azure ot configh 52

a

16 /% Copyright 2015 NXP

applical
may not retain, install, activate or otherwi.

#ifndef AZURE_TOT_CONFIG,
#define AZURE_IOT_CONFIG.

#define AZURE
* doc:end:azure.

VICE NAE ~377815972228509164001886"
redentials */

#define AZURE_TOT_MQTT_HOST AZURE_TOT_HUB_NAME *.azur.
#define AZURE_IOT MQTT_PORT (8883)
i LIENT_ID AZURE_DEVICE_NAME

B Console 17 I

No consoles to display at this time.

3. Modify the #define AZURE DEVICE NAME macro definition to add your device ID
created in Section 5.3 as shown in Figure 71:

Home

377821063564380580829790 =
M

Microsoft Azure P Search resources, services, and docs (G+/)

MyloTHubName2

ubName2

) Message to Device X< Direct Method

+ Add Module Identity

» 377821063564380580829790

This device is being authenticated through a CA Certificate.

Device Twin

(®) Enable (_

|

) Disable

Module Identities Configurations

MODULE ID CONNECTION STATE CONNECTION STATE LAST

There are no module identities for this device.

File Edit Source Refactor

B-HR®-&-BiOViEiN|
(&5 Proje.. 114 Regis. =
al@ v .-

+ 152 ICC_QMC_Motor_Control App_Azure <Debug
© Project Settings
) Includes
@ cmsis
(2 amazon-freertos
8 board
3 component
3 device

5 wip
(5 mbedtls
2 motor_control
8 nfc
@ se_hostlib
v 5 source
v & azure task
[ azure_clent_credential keysh
1) azure_default_root_certificates.n
[ azure ot _configh
9 azure taske
8 azure taskh
) £l fieh

O Quickstart P... 12

Figure 71. Change #define AZURE_DEVICE NAME

B workspace - ICC_QMC_Motor_Control_App_Azure/source/azure_task/azure_jot_config.h - MCUXpresso IDE
Navigate Search Project ConfigTools

» BTy T i |

Run Analysis FreeRTOS Window
%

|3 =®a

B “azure_jot_configh 52

lyToTHublame2"

24 #define AZURE_IOT_MQTT_HOST AZURE_IOT_HUB_NAME ".azur
25 #define AZURE_IOT_MQTT_PORT (8883)
26 #define AZURE_IOT_MQTT_CLIENT_ID AZURE_DEVICE_NAME

© Console 57 &

No consoles to display at this time.

7.2 Run

MCUXpresso project example

After changing the #define AZURE IOT HUB NAME and #define
AZURE DEVICE NAME project macros, we can run the MCUXpresso project. Follow

these

AN12982

steps:
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1. Make sure the NXP quad motor-control application hardware, LPC-Link2 debug probe
are connected as illustrated in Figure 72:

<1
g
i
5
3

700-46094_X

Figure 72. Plug-in the boards to the computer
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2. Connect the digital board to a DHCP-capable network using an Ethernet cable so

that the NXP quad motor-control application can connect to internet as shown in
Section 7.2:

700-46084_X

<
<
a
Q
@
St
I
8]
@

BLUETOOTH

peava-y

Al
Internet I*l

Figure 73. Connect NXP quad motor-control application to Internet
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3. Connect the power stage board and the four Teknic M-2310P-LN-04K motors as
shown in Figure 74:

Teknic
M-2310P motors

card board

Power stage board )) 3

Figure 74. Connect power stage board and motors

Note: The four headers named “mX pmsm_appconfig.h”in
<project directory>\ source\ motor control task can be swapped with
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the ones in either the “teknic” or “tg drives” subfolders to specify the type of motor
used in the physical demo (Figure 75)

3 workspace - ICC_QMC_Motor_Control_App_Azure/source/motor_control_task/m1_pmsm_appconfig.h - MCUXpresso IDE - [u} X
File Edit Source Refactor Navigate Search Project Configlools Run Analysis FreeRTOS Window Help
0 | ®~& -G =R BN RESRNBUEARIR SIS BOLIKIBH-0- QIO B ridi-fl-oero-m
QB[R
@y Proje... 53 |2, Perip.. i {faults = O o [B m1_pmsm_appconfigh 52 = o [
&/ / r\pn',\(a jon Scales "

v e @ ¢

£5 motor_contr
@ motor_control 27 define M_T_MAX (8.25)

> & nfe 28 #define M1_U_DCB_MAX (43.5)//(60.8F)
5 se_hostlib 29 #define MI_UMAX (35.1F)

v (& source 30 #define MI_N MAX (1382.0F)
& azure task 31 adefine HL_FREQ MAX (220.0F)
& config 33 #define M1_U_DCB_TRIP (28.0F
@ json 34 #define M1_U_DCB_UNDERVOLTAGE (16.0F)
& led_task #define M1_U_DCB_OVERVOLTAGE (30.0F)
> G wip_task #define M1_N_OVERSPEED (1350.9F)

v & motor_control_task #define ML_N_MIN (94.2F)

> [B m1_pmsm_appeonfigh
> [ m2_pmsm_appconfigh
[ m3_pmsm_appconfigh
[ m4_pmsm_appconfigh
& motor_control_task.

[R motor_control_taskh

#define M1_N_NOM (1256.6F)
#define M1_I_PH_NOW (2.0F)

#define M1_UDCB_IIR 80 (0.030459027951F)

#define M1_UDCB_IIR B1 (0.030459027951F)

#define M1_UDCB_IIR A1 (0.939081944097F)
Mechanical alignment

lefine M1_ALIGN_DURATION (4000)
#define MI_ALIGN_VOLTAGE (1.2F)

G e T

@) folade_ete.c R e o
Heprens @ Application counters .
>
O Quickstart .. 53 E K = (a] D Properties [£] Problems [E) Console 52 48T ageinfo G Del e EX% BERES #E-8-=8
<terminated> ICC_QMC_Motor_Control App_Azure LinkServer Debug [C/C++ (NXP Semiconductors) MCU Application] ICC_QMC_ Motor_Control_App_Azure.axf
= @ Import project(s) from fil system. A [MCUXpresso Semihosting Telnet console for 'ICC_QMC_Motor_Control_App_Azure LinkServer Debug’ started on port 56709 @ 127.0.0.1]
~ Build your project
@ & Build [Closed Telnet Session]
o Clean
~ Debug your project -E-8

15 Debug
1

~ Miscellaneous
® Edit proiect settinas b
<

15 1CC_QMC_Motor_Control_App_Azure | sMof12em

a

O NXP MIMXRTI0520008* (ICC Q...Azure)

Figure 75. Motor parameter header files

4. After the setup is ready, go to the MCUXpresso Quickstart Panel and click Debug
button as shown in Figure 76. Wait a few seconds until the project builds and
executes:

3 workspace - ICC_QMC_Motor_Control App_Azure/source/azure_task/azure_iot_config.h - MCUXpresso IDE - [u}] X
File Edit Source Refactor Navigate Search Project (anﬁghols Run Analysis FreeRTOS Window Help
i [®-&-@Biovigin|m 2R piEreridie - BL Ik -0 -Q- Oy - HRE N -F-Cor0-|
Q ig|[A
@ Proje.. s. Afalts = O | [B awre ot configh 2 =[5
@7 3 16/ Copyright 2018 NXP A e
L s o=
C_QMC_Motor_Control App_Azure <Debug> ~ o
© Project Settings
) Includes
> 8 CMsis 8
> G5 amazon-freertos = ree to comply
& et do not agree to be bound by the applicable license terms,
ain, install, activate or otherwise use the sof’
5 component
(3 device
(8 drivers 2 #ifndef AZURE_IOT_CONFIG_H_
@ wip 3 #define AZURE_IOT_CONFIG_H_
> (3 mbedtls
(5 motor_control
& nfe - . ”
5 se_hostlib 12 do
= . lefine AZURE,
& source - #tdefine AZURE L iamburg”
Vil meind #define AZURE_DEVICE_NAME Bmzmssssasuessaszsvsar
> [ azure_client_credential_keys.h = doc:end:azure-credentials
(B azure_default_root_certificates.h 3
1 azure iot_configh 24 #define AZURE_IOT_MQTT_HOST AZURE_IOT_HUB_NAME ".azure-devices.net” ///< Customer specific MQTT HOST.
T 25 #define AZURE_IOT_MQTT_PORT (8883) 711< default port for MQTT/S
s 2 #define AZURE_IOT_MQTT_CLIENT_ID AZURE_DEVICE_NAME v
(B azure_taskh ek G
£ e freh X
© QuickstatP.. 53 es 9% Brea =g ms B Console 3t @ ; “@-0--0
No consoles to display at this time.
= @ Import project(s) from file system... ~
~ Build your project
& Build
& Clean
~ Debug your project -E-B-
m <=
~ Miscellaneous
® Edit project settinas v
< >
| writable Smart Insert 21:52:1026 Mot oM [ ¢ O NXP MIMXRT1052000xB* (ICC Q...Azure)
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5. The compilation and execution will take a few seconds. After that, it will automatically
stop in a breakpoint. Click on Resume to allow the software to continue its execution

as shown in Figure 77:

B0ARD_InitBootPins(

2 motor_control BOARD_BootClockRUN(

BOARD_LCD_BACKLIGHT_INIT(1U);

& config

Softwaretandler();

PRINTF("This is FreeRTOS based ICC 4xMC demo (MCUXpresso).\r\n");

queueEthernethotorControlCommandData = xQueueCreate(1, (sizeof (mc_command_data_t)<<2));
queueLcdiotorControlCommandData = xQueueCreate(1, (sizeof (mc_command_data_t)<<2));
queueEthernethotorControlStatusData = xQueueCreate(1, (sizeof (mc_status_data_t)<<2));
queueLcdiotorControlstatusbata = xQueueCreate(1, (sizeof(mc_status_data_t)<<2));

8 fslade_etc.c
[B fsl_ade_etch

& interupts.c
[&) main.c | ]
® mainh
" " R BB
MCU Application] ICC_QMC_Motor Control App Azure.axf
kServe g
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® Import project(s) from file system.
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& Clean
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# A% Debug
45 Terminate, Build and Debug
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 Edit project settinas
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Fle Edt Source Refactor Navigate Search Projsct Configlools Run Analysis FreeRIOS Window Help
0~ &K@ infphisrsecsiivr@serieie- BN LI GE -0 Qs - HWE -0 o-o-r
Q iE|K
& Proje... 2 45 Debug &2 i = 0o s
SENAEEY | v i 1CC_QMC_Motor_Control App_Azure.axf [MIMXRT1052xxxxB (cortex-m7)] Ao
(2 board N v o® Thread #1 1 (Suspended : Breakpoint) :
(2 component = main() at main.c:80 0x60004374 5 )=
2 devi
8 e (3 e ot configh _[E]main st e e 000874 | 3 maine 52 -5
§8 wip 8 so .
(3 mbedtls BOARD_ConfighPU();

InstallIRQHandler(Reserved144_IRQn, (uint32_t)SoftwareHandler); // check whether this function does not enable irg at the en

f@|lme-8-=08

O NXP MIMXRTI052x000xB” (CC Q..zure

Figure 77. Resume MCUXpresso project

7.3 Run QMC JSON Exchanger application

Once the NXP quad motor-control application is already running with the MCUXpresso
project, we can execute the QMC JSON Exchanger application to monitor data and send

control commands. Follow these steps:

1. Make sure you can run the QMC JSON Exchanger application. If not, follow the

instructions provided in Section 7.3.
2. Make sure your laptop is connected to Internet.
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3. Open the Visual studio project solution and run the QMC JSON Exchanger application
by clicking the Start button, as shown in Figure 78:

Figure 78. Run QMC JSON Exchanger application

) @mclsonExchanger - Microsoft Visual Studio X & | Quick Launch (Ctrl+Q
File Edt View Project Buld Debug Team Tools Test Anahze Window Help
8 -2 B[ 9 - & -[[Debug <[] anycPU

Program.cs & X

[€¥] @meJsonExchanger
Shising System;

P - O x

Jordi Jofre ~

~ [ Solution Explorer
@ E

5¢ 8B o s

p-

sunog el x0qj00L

I n ‘QmelsonExchanger (1 project)
4 [ Qmelsonbxchanger
o Properties

- | 4
b = References
Open Communication 4 i
4
>
>

Snamespace Qucdsd

static clas:

Configuration to Send
Motor |

b o
b c ReadOnlyConfigFile.cs
€ UdpTextExchanger.cs

Show output from:

Error List [

4 Add to Source Control &

4. Fillin the fields in QMC JSON Exchanger application as shown in Figure 79:

a
b

C.

d

. Select the Azure option

. Type the Azure connection string, obtained in Section 5.6
Type the Device ID, created in Section 5.3

. Click Open Communication button.

Figure 79. Run QMC JSON Exchanger application

iothubowner bS
3 Azur n String MyloTHubbame2
o2z | [HostName =Mylo THubName2 azure devices.net: Shared AccessKeyName =iothubowner: Shared AccessKey=2CUYd W el
ort Azure Device ID [
] 77821063564380580828790 |

168.0.102
- - Permissions
Open Communication | d N

Configuration to Send
Motor ID

Motor 1 ~

7] Registry write

Service connect ©

Shared acces
primary key )

@

e
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5. Now, you can use the QMC JSON Exchanger application to monitor and send control
commands to the NXP quad motor-control application as shown in Figure 80. For that:
a. Select the motor (motor 1-4), the motor-control method (position control,

speed FOC) and the application control mode (demo, manual mode) using the

Configuration to Send area.

Click on Send Configuration button.

Check the control command sent in the Sent JSON text box.

d. Check the telemetry data received in real-time from the NXP quad motor-control
application in the Received JSON text box

o

o L J
Local IP address Local port Azure Connection String

y=2CUYdQTHVOkn4jK+FZFPde MUHXnZw.JKGdfxUnYuGGbQ-=f

Close Communication

Configuration to Send a
Motor ID

Motor 3 % - v i i —_— ,‘
board_id": “imxrt 1050_icc_daughter_card", board_id": "imxrt 1050_icc_daughter_card”,
Mator Control Method ”mut{orcummand" [ "moi\'or status™: [

"motor_id": "1", "motor_id": "2",

_ “app_status_command": "0". "app_status": "0"
Application Control Mode "control_method": "3" 0"

"speed™: "0",

"position_mode_selection": "0",
“position™: "0", "current_iq [m
} "voltage_vdc

Position Control v

b
Send Configuration |

Figure 80. Use of the QMC JSON Exchanger application

You should also see how the motors behavior change according to the commands
sent via the QMC JSON Exchanger application Ul.
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In addition, you can also check that some activity is traced in your Azure IoT Hub
account dashboard, as shown in Figure 81:

Hom:

B Access contol (AM)

@ s

£ Disgnose snd solve problems
Erunts

settings

Shared access policies

> Networking
A Certificates

Built-in endpoints

= properties
A Locks

explorers

B Query explorer

® (07 devices

Automatic Device Management
£ ioTedge

£ IoT device configuration

Messaging

Figure 81.

» MyloTHubName2 »

»
=-I 4] foT Hub Usage Number of messages used » Device to cloud messages »

= Messages used today: 0
= Daily messages quota: 8000 ¢

= loT Devices: 1

Connected Devices }? Total loT Devices }{}
. :

Azure loT Hub account detected activity

If you have reached this point, the bringing up is completed. The Azure loT Hub demo
application is up and running.
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8 Appendix A: MCUXpresso installation

MCUXpresso is a free-of-charge, code-size-unlimited, easy-to-use IDE for Kinetis and
LPC MCUs, and i.MX RT crossover processors. In this demo it is used to build and run
the example. In order to install it, follow the steps below:

Note: MCUXpresso version 11.2.0 or later is recommended, as it offers all the
functionalities for the required SDK version (2.8.2).

1. Go to MCUXpresso and click the download button as indicated in Figure 82:

@ Software > Development Software > MCUXpresso Software and Tools > MCUX, Integrated (IDE)
MCUXpresso Integrated Development Environment (IDE) B <
OVERVIEW DOCUMENTATION DOWNLOADS DEVELOPMENT TOOLS
Jump To Overview Features
Overview & Features The MCUXpresso IDE brings developers an easy-to-use A free-of-charge, code size unlimited, easy-to-use IDE
Supported Devices Eclipse-based development environment for NXP® for Kinetis and LPC MCUs, and i.MX RT crossover
Target Applications MCUs based on Arm® Cortex®-M cores, including LPC processors

and Kinetis® microcontrollers and i.MX RT crossover
processors. The MCUXpresso IDE offers advanced
editing, compiling and debugging features with the
addition of MCU-specific debugging views, code trace

Advanced editing, compiling and editing with syntax
coloring, MCU-specific debugging views, code trace,
and profiling

System Requirements

More ™

T T e—

Figure 82. MCUXpresso web page

2. Select the MCUXpresso link with the latest version as indicated in Figure 83:

} { PRODUCTS APPLICATIONS DESIGN SUPPORT COMPANY

NXP > Software & Support > Product Information : MCUXpresso IDE

Software & Support

T Product Information

Product Search MCUXpresso IDE

Order History

Recent Product Releases To register a New Product please click on the button below
Recent Updates ‘Re; ster‘
Licensing

license LSt Current‘ Previous

Offine Activation Version Description

FAQ

Download Help
Table of Contents

FAQs

Figure 83. Go to MCUXpresso website
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3. Accept software terms and conditions as shown in Figure 84:

Software & Support
Product List
Product Search
Order History
Recent Product Releases

Recent Updates

Licensing
License Lists

Offline Activation

FAQ
Download Help
Table of Contents
FAQs

NXP > Software & Support > Software Terms and Conditions

Software Terms and Conditions

MCUXpresso IDE

Please read the following agreement and click "I AGREE" at the bottom before downloading your software.
LA_OPT_TOOL Software Tools v14 January 2019

IMPORTANT. Read the following NXP Software License Agreement ("Agreement”) completely. By selecting the "I Accept”
button at the end of this page, you indicate that you accept the terms of the Agreement and you acknowledge that you have
the authority, for yourself or on behalf of your company, to bind your company to these terms. You may then download or
install the file.

NXP SOFTWARE LICENSE AGREEMENT

This is a legal agreement between you, as an authorized representative of your employer, or if you have no employer, as an
individual (together "you"), and NXP B.V. ("NXP"). It concerns your rights to use the software identified in the Software Content
Register and provided to you in binary or source code form and any accompanying written materials (the "Licensed Software”). The
Licensed Software may include any updates or error corrections or documentation relating to the Licensed Software provided to you
by NXP under this License. In consideration for NXP allowing you to access the Licensed Software, you are agreeing to be bound by

the terms of this Agreement. If you do not agree to all of the terms of this Agreement, do not download or install the Licensed

— 2 =

Figure 84. Accept software terms and conditions

4. Select your MCUXpresso product version and click on the corresponding operative

system to start the download as shown in Figure 85:

NXP > Software & Support > MCUXpresso IDE > MCUXpresso IDE : Files

Software & Support
Product List

Product Download

Product Search MCUXpresso IDE
Order History
Files License Keys Notes
Recent Product Releases
Show All Files

Recent Updates

PRODUCTS APPLICATIONS DESIGN SUPPORT COMPANY

@ Download Help

3 Files

FAQ
Download Help

Table of Contents

FAQs

Figure 85. Download MCUXpresso

i + _File Description < FileSize % File Name s
Licensing
| + MCUXpresso IDE 11.2.0_4120 - Windows 7948 MB & MCUXpressolDE_11.2.0_4120 exe |
License Lists
=+ MCUxpresso IDE 11.2.0_4120.x86_64 - LINUX 892.4 MB ¥ mcuxpressoide-11.2.0_41 _64 deb.bin
A
Offline Activation + MCUXpressolDE_11.2.0_4120 - 10S 828.9MB & MCUXpressolDE_11.2.0_4120.pkg

5. Double click on the installer file and follow the setup wizard until MCUXpresso
installation is completed. Please, make sure you allow the installation of the additional
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drivers required by MCUXpresso during the installation process as shown in
Figure 86, Figure 87, Figure 88 and Figure 89:

=] Windows Security et

Would you like to install this device software?

MName: Philips (NXP) Universal Serial Bus contr...
<% pyplisher: NXP Semiconductors USA. Inc.

Always trust software from "NXP Semiconductors » Install Don't Install
USA. Inc.".

@ You should only install driver software from publishers you trust. How can | decide which device
software is safe to install?

Figure 86. Install MCUXpresso required drivers |

E=] Windows Security x

Would you like to install this device software?

Name: Junge Connectivity
Publisher: P&E Microcomputer Systems, Inc.

Always trust software from "PE Microcomputer » Install Don't Install
Systems, Inc.”.

@ You should only install driver software from publishers you trust. How can | decide which device
software is safe to install?

Figure 87. Install MCUXpresso required drivers Il

Would you like to install this device software?

Name: Freescale, P&E Micro (http://www.pemicro...
Publisher: P&E Microcomputer Systems, Inc.

Always trust software from "PE Microcomputer » Install Don't Install
Systems, Inc.".

@ You should only install driver software from publishers you trust. How can | decide which device
software is safe to install?

Figure 88. Install MCUXpresso required drivers Il
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=] Windows Security
Would you like to install this device software?

Name: NXP LPC11Uxx VCOM Ports (COM & LPT)
S publisher: Ashling Microsystems Ltd

Always trust software from "Ashling Microsystems » Install Don't Install

Ltd".

CD You should only install driver software from publishers you trust. How can | decide which
device software is safe to install?

Figure 89. Install MCUXpresso required drivers IV
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9 Appendix B: Install Python 3.7.x 32-bit version

Use these screenshots to install Python 3.7.x in your Windows machine:

1. Go to https://www.python.org/downloads/release/python-375/ and download Python
v.3.7.x 32 bit version. Make sure you download Python v3.7.x 32 bit version.

e puthon - I

About Downloads Documentation Community Success Stories News Events

Python 3.7.5

Release Date: Oct. 15, 2019

Note
Python 3.8 is now the latest feature release series of Python 3. Get the latest release of 3.8 x here. We plan to continue to provide bugfix releases for 3.7.x until mid 2020 and security fixes
until mid 2023

Python 3.7.5 s the fifth and most recent maintenance release of Python 3.7. The Python 3.7 series contains many new features and optimizations.

Among the major new features in Python 3.7 are:

Files
Version Operating System Description MD5 Sum File Size GPG
Gzipped source tarball Source release 1cd0T1f78f6d9ICT524¢95303a3057aa 23126230  SIG
XZ compressed source tarball Source release 08ed8030b1183107c48f2092€79a87e2 17236432 SIG
macOS 64-bit/32-bit installer Mac 0S X {Deprecated) for Mac OS X 10.6 and later €d503606638c8e6948a591a9229446e4 35020778 SIG
macOS 64-bit installer Mac 05X for mac0S 10.9 and later 20d9540e88c6aabald2bc1ad5d069359 28198752  SIG
Windows help file Windows 608cafa250f8baal1a63bbfcb842c0e0 8141193 SI6
Windows x86-64 embeddable zip file Windows for AMDG4/EME4T/x64 436b07803d2a0b393590030b1cd59853 7500597 SIG
Windows x86-64 executable installer Windows for AMDG4/EMG4T/x64 697f7a884e80ccaaddff3a77e979b0f8 26777448 SIG
Windows x86-64 web-based installer windows for AMD64/EM64T/x64 bsbeescesc27c20bfd28f1366ddf8a2f 1363032 SIG
Windows x86 embeddable zip file Windows 726877d1a1f5a7dc68f6a4a48964cd1 6745126 sIG
| Windows x86 executable installer Windows cfe9a828af6111d5951b74093d70ee8d 25766192  SIG | ‘
windows x86 web-based installer windows ©a846f4b76ce63d366d6ed0e32¢11370 1324872 SIG

Figure 90. Download Python 3.7.x 32 bit version
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2. Double click on the downloaded installer file. Select the "Install launcher for all users"
and "Add Python 3.7 to Path" options and click Install Now as indicated in Figure 91:

python

for

windows

% Python 3.7.5 (32-bit) Setup

Install Python 3.7.5 (32-bit)

Select Install Now to install Python with default settings, or choose
Customize to enable or disable features.

@ Install Now

Includes IDLE, pip and documentation
Creates shortcuts and file associations

C:\Users\Jordi Jofre\AppData\Local\Programs\Python\Python37-32

S

— Customize installation
Choose location and features

(4 Add Python 3.7 to PATH

[ Install launcher for all users (recommended)

l Cancel

Figure 91.

Install Python 3.5.x 32 bit for Windows

3. Wait a few seconds until the installation is completed as indicated in Figure 92

& Python 3.7.5 (32-bit) Setup

A

python
for
windows

Setup Progress

Installing:

Python 3.7.5 Standard Library (32-bit)

A

pgthf)n
windows

Cancel

@ Python 3.7.5 (32-bit) Setup

Setup was successful

@ Disable path length limit

Spedial thanks to Mark Hammond, without whose years of
freely shared Windows expertise, Python for Windows would
still be Python for DOS.

New to Python? Start with the online tutorial and
documentation.

See what's new in this release.

Changes your machine configuration to allow programs, including Python, to
bypass the 260 character "MAX_PATH" limitation.

Close

Figure 92. Python 3.5.x 32 bit installation completed
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10 Appendix C: Install Visual Studio Community 2019

AN12982

Visual Studio is Microsoft's fully-featured IDE for Android, iOS, Windows, web, and cloud.
To install Visual Studio 2019:

1. Go to Visual Studio site.

2. Select (1) Windows and click on Community 2019 in the Download Visual Studio
button as shown in Figure 93:

@ Visual Studio 2019 IDE - Progran X ==

- 5
> C @ visualstudio.microsoftcom/vs/

BY Microsoft | Visual Studio Visval Studio 2019 Features - Editions v Downloads ~ More + | Free Visual Studio AlMicosoft v O (R))

Visual Studio 2019

Code faster. Work smarter. Create the future with the best-in-class IDE.

Download Visual Studio

Community 2019 L
Professional 2019

nsic
Enterprise 2019

(4 Copy Ctrl+C

(ID}";

Feedback &

Copy Value

6o Add Watch

JrErrors

Figure 93. Download Visual Studio IDE
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3. An *.exe installer will download to your laptop. Double click on the installer file and
follow the setup wizard until the installation is completed. This process might take a
few minutes. Figure 94 shows Visual Studio installation wizard as an example:

Visual Studio Installer
1. Almost done ... Getting everything ready.

Downloaded

o

Installed

Figure 94. Visual Studio IDE installation wizard

4. As part of the Visual Studio setup, it is mandatory that you enable the installation of
Desktop development with C++. Select (1) Desktop development with C++ and
(2) click install as shown in Figure 95:

Installing — Visual Studio Community 2019 — 1684

Individual components Language packs Installation locations
SCalanie neTWOrK appIICaTions Using NOGes, an

asynchronous event-driven JavaScript runtime.

Workloads
il Installation details

> Visual Studio core editor
 Desktop development with C++
Desktop & Mobile (5) Included

v C++ core desktop features

v IntelliCode

NET desktop development

ha] Build WPF, Windows Forms, and console applications using
C#, Visual Basic, and F# with NET Core and NET Optional

MSVC v142 - VS 2019 C++ x64/x86 build tools (

Windows 10 SDK (10.0.18362.0)

E—t:‘ Desktop development with C+ +

Build modem C+-+ apps for Windows using tools of your
choice, including MSVC, Clang, CMake, or MSBuild.

Universal Windows Platform development
MM Create applications for the Universal Windows Platform
with C#, V8, or optionally C++

Mobile development with NET
Build cross-platform apolications for i0S, Android or

Location
CA\Program Files (x86)\Microsoft Visual Studio\2019\Community Change.

By continuing, you agree to the license for the Visual Studio edition you selected. We also offer the ability to download other software with Visual Studio. This
software is ficensed separately, as set out i the 3rd Party Notices or in its accompanying license. By continuing, you also agree to those licenses.

Figure 95. Select desktop development with C++

Just-In-Time debugger

C++ profiling tools

C++ CMake tools for Windows

C++ ATL for latest v142 build tools (x86 & x64)

Test Adapter for Boost Test

Test Adapter for Google Test

Live Share

C++ AddressSanitizer (Experimental)
C++ MFC for latest v142 build tools (x86 & x64)
C++/CLI support for v142 build tools (14.28)

Total space required  7.61 GB

Install while dcwn\»
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5. Visual C++ Tools for CMake is installed by default as part of the Desktop development
with C++ workload. This process might take several minutes. Figure 96 shows Visual
Studio installation wizard as an example:

& % o X
Visual Studio Installer
Installed Available
vd Visual Studio Community 2019 Pause Developer News
Downloading and verifying: 69 MB of 1.92 GB (9 MB/sec) What's next for System Text Json?
3%

NET 5.0 was released recently and has come wit.

Installing: package 18 of 325
b e packags - Thursday, December 17, 2020

Microsoft VisualStudio.Setup.Configuration B
PowerShell 7.2 Preview 2 release
Startaferinstaliation Today we are proud to announce the second...

Release notes Thursday, December 17, 2020

gRPC Web with NET
gRPC-Web allows browser-based applications to.

Tuesday, December 15, 2020

View more online.

Need help? Check out the Microsoft Develope
Community or reach us via Visual Studio Support

Installer Version 2.8.3077.1211

Figure 96. Install desktop development with C++

6. After the installation is completed, you might be asked to reboot your system as
shown in Figure 97:

Visual Studio Installer

Products
Installed Welcome!
We invite you to go online to hone your
skills and find additional tools to support
E‘J Visual Studio Community 2017 your development workflow.
1598 Reboot required

& Learn
i A restart is required. If needed, any r

Whether you're new to development
or an experienced developer, we
have you covered with our tutorials,
videos, and sample code.

Restart
Get troubleshooting tips » Not now W Marketplace

Use Visual Studio extensions to add
Available support for new technologies,
integrate with other products and
services, and fine-tune your

ﬂ Visual Studio Enterprise 2017 experience.
1598

Success! One more step to go. Please restart your computer before you start Visual Studio
Community 2017.

Need some help?

Check out the Microsoft Developer
Community where developers provide
feedback and answers to many common

Microsoft DevOps solution for productivity and coordination across teams of any size

License terms | Release notes

problems.
Install More ~ ~ B
1.18.1096.130
Figure 97. Visual Studio installation - reboot
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11 Legal information

11.1 Definitions

Draft — A draft status on a document indicates that the content is still
under internal review and subject to formal approval, which may result
in madifications or additions. NXP Semiconductors does not give any
representations or warranties as to the accuracy or completeness of
information included in a draft version of a document and shall have no
liability for the consequences of use of such information.

11.2 Disclaimers

Limited warranty and liability — Information in this document is believed
to be accurate and reliable. However, NXP Semiconductors does not

give any representations or warranties, expressed or implied, as to the
accuracy or completeness of such information and shall have no liability
for the consequences of use of such information. NXP Semiconductors
takes no responsibility for the content in this document if provided by an
information source outside of NXP Semiconductors. In no event shall NXP
Semiconductors be liable for any indirect, incidental, punitive, special or
consequential damages (including - without limitation - lost profits, lost
savings, business interruption, costs related to the removal or replacement
of any products or rework charges) whether or not such damages are based
on tort (including negligence), warranty, breach of contract or any other
legal theory. Notwithstanding any damages that customer might incur for
any reason whatsoever, NXP Semiconductors’ aggregate and cumulative
liability towards customer for the products described herein shall be limited
in accordance with the Terms and conditions of commercial sale of NXP
Semiconductors.

Right to make changes — NXP Semiconductors reserves the right to

make changes to information published in this document, including without
limitation specifications and product descriptions, at any time and without
notice. This document supersedes and replaces all information supplied prior
to the publication hereof.

Suitability for use — NXP Semiconductors products are not designed,
authorized or warranted to be suitable for use in life support, life-critical or
safety-critical systems or equipment, nor in applications where failure or
malfunction of an NXP Semiconductors product can reasonably be expected
to result in personal injury, death or severe property or environmental
damage. NXP Semiconductors and its suppliers accept no liability for
inclusion and/or use of NXP Semiconductors products in such equipment or
applications and therefore such inclusion and/or use is at the customer’s own
risk.

Applications — Applications that are described herein for any of these
products are for illustrative purposes only. NXP Semiconductors makes
no representation or warranty that such applications will be suitable

for the specified use without further testing or modification. Customers

are responsible for the design and operation of their applications and
products using NXP Semiconductors products, and NXP Semiconductors
accepts no liability for any assistance with applications or customer product
design. It is customer’s sole responsibility to determine whether the NXP
Semiconductors product is suitable and fit for the customer’s applications
and products planned, as well as for the planned application and use of
customer’s third party customer(s). Customers should provide appropriate
design and operating safeguards to minimize the risks associated with
their applications and products. NXP Semiconductors does not accept any
liability related to any default, damage, costs or problem which is based
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on any weakness or default in the customer’s applications or products, or
the application or use by customer’s third party customer(s). Customer is
responsible for doing all necessary testing for the customer’s applications
and products using NXP Semiconductors products in order to avoid a
default of the applications and the products or of the application or use by
customer’s third party customer(s). NXP does not accept any liability in this
respect.

Export control — This document as well as the item(s) described herein
may be subject to export control regulations. Export might require a prior
authorization from competent authorities.

Evaluation products — This product is provided on an “as is” and “with all
faults” basis for evaluation purposes only. NXP Semiconductors, its affiliates
and their suppliers expressly disclaim all warranties, whether express,
implied or statutory, including but not limited to the implied warranties of
non-infringement, merchantability and fitness for a particular purpose. The
entire risk as to the quality, or arising out of the use or performance, of this
product remains with customer. In no event shall NXP Semiconductors, its
affiliates or their suppliers be liable to customer for any special, indirect,
consequential, punitive or incidental damages (including without limitation
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Translations — A non-English (translated) version of a document is for
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Security — Customer understands that all NXP products may be subject

to unidentified or documented vulnerabilities. Customer is responsible
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their lifecycles to reduce the effect of these vulnerabilities on customer’s
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the ultimate design decisions regarding its products and is solely responsible
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concerning its products, regardless of any information or support that may
be provided by NXP. NXP has a Product Security Incident Response Team
(PSIRT) (reachable at PSIRT@nxp.com) that manages the investigation,
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